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We request that the General Accounting Office (GAO) investigate the nature and
adequacy of security policies and procedures at entities licensed by the Nuclear Regulatory
Commission (NRC). This study should include an evaluation of security at civilian nuclear
reactors (including research reactors), decommissioned reactors, spent nuclear fuel and other
nuclear waste storage facilities, nuclear materials transportation security, uranium enrichment -

facilities and the effectiveness of the systems use

materials.

d to account for the whereabouts of nuclear

Historically, there has been a reluctance on the part of the Nuclear Regulatory

- "Commission and the nuclear industry fo establish and maintain adequate security measiires. In

the aftermath of the events of September 11, concerns about shortcomings in existing security
policies and procedures have been raised. In response to such concemns, the House of ,
Representatives has recently adopted legislation which would mandate rulemakings by the NRC

to upgrade security and also

concerns.

require other actions by the Executive Branch to address security

We also understand the NRC is reviewing security policies and procedures. But we are
less than confident that the NRC will be sufficiently aggressive. First, the current security threat
to nuclear facilities assumed by the NRC has been unrealistic, especially given the events of
September 11. For example, the NRC regulations that set forth the “Design Basis Threat” (DBT)
used to establish the threat against which its licensees are expected to protect does not consider
more than “several” simultaneous attackers; it does not consider realistically sized truck bombs;
it does not consider the possibility that more than one irisider could be actively assisting the

terrorists; and it does not consider th
knowledge of how the facility works.

e possibility that the attackers might have sophisticated
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Second, the NRC has even made repeated attempts to eliminate, or make ineffective by
allowing the facility licensee to design and run, the force-on-force exercises (the program known
as Operational Safeguards Response Evaluations, or OSRE) intended to assess whether the -
facilities can be defended against the DBT. -

Third, the security requirements for spent nuclear fuel facilities are inadequate. While
NRC’s own analysis of an accidental zirconium fire at such a facility concluded that it could have
“significant offsite radiological consequences,” the analysis explicitly ignored the possibility that
such a fire could be started by a terrorist. The NRC then inexplicably chose to reduce certain
insurance, emergency preparedness and safeguards requirements at these facilities, which are not
hardened to the same extent the reactor core is. Our understanding is that force-on-force OSRE
exercises have never been conducted on spent fuel storage facilities either at operating or
decommissioned reactors to assess whether these reduced security requirements are adequate.

Fourth, there has been a continued weakness in accounting for nuclear materials. For
example, there have been at least two reports of spent nuclear fuel lost from the Millstone
nuclear reactor in Connecticut and from the Dresden reactor in Ilinois. In the Millstone case, the

‘nuclear fuel has probably been missing for more than 20 years, but was only discovered to be
missing last year. The Department of Energy Inspector General recently reported that nuclear
materials were said to be located at NRC-licensed facilities that no longer existed, and that a
significant quantity of Government-owned plutonium was held at a plant whose NRC license was
terminated in 1993. This réport also documented an instance in which the NRC retrieved a
plutonium/beryllium source from an unsecured area of a high school that had not been licensed to
hold the material for many years. There have also been persistent reports of theft and losses of an
estimated two million radioactive sources used in a wide array of medical, research, commercial,

“and industrial applications around the United States, raising concerns about the nature and
adequacy of existing controls over these materials. o

A comprehensive review of the security of NRC licensed facilities, both past and present,

.is desperately needed. Consequently, we ask that GAO: :

1) Review the NRC’s public response and interim security measures taken in
response to the events of September 11, including the nature and adequacy of any
measures taken by the NRC or the industry to respond to the specific questions
and concerns raised in the attached correspondence from Representative Markey,
and provide GAO’s recommendations for any further action by the NRC, its
licensees, the Administration, or the Congress; '

2)  Evaluate the adequacy of the peﬁnanent security measures taken by the NRC in
response to the events of September 11 to protect against the terrorist threat,
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including any recommendatlons for further action by the NRC, its licensees, the
Administration, or the’ Congress and,

3) - Evaluate (whether as part of this work or in a separate effort) the adequacy of the
NRC’s response since 1980: (a) to petitions or requests to upgrade security, and
(b) to events warranting revisitation of assumed threats. This should include a
review of the implementation of NRC’s personnel security program which
requires that NRC conduct background checks on new hires at nuclear facilities.

. Thank you very much for your consideration of this important matter If you have any
questions or concemns, please contact us, or have your staff contact Ms. Edith Holleman and Mr.
Rick Kessler of the Committee on Energy and Commerce Democratic staff at (202) 226-3400 or
Dr. Michal Freedhoff and Mr. Jeffrey S. Duncan of Rep. Markey’s staff at (202) 225-2836 '

Sincerely,
JOHN D. DINGELL y ~ EDWARD J. MAKEY \\ ‘/

RANKING MEMBER » MEMBER

Attachment

cc:  The Honotable W. J. “Billy” Tauzin, Chairman
Committee on Energy and Commerce
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- Dr. Richard A. Meserve

Chairman

U.S. Nuclear Regulatory Comm1ss10n
-Washmgton D. C. 20555 ' :

Dear Chalrman Meserve,

Tin' the wake' of the tem"ble tragedles of September ll Iam wntmg once again regardmg
the security of our nation’s nuclear power plants. In 1991, Fwrote letters expressing
- concern about the security of nuclear power plants during the Gulf War. More recentfy, I.
 +have written several letters to the U.S. Nuclear Regulatory Commission (NRC) opposing
its elimination of the counter-terrorism program known as Operational Safeguards
Response Evaluations (OSRE): The events of the past week serve to highlight and =~ -
" heighten my long-standing concerns regarding security at nuclear power plants There .. . ~— . .
- are-several areas about Whldl 1 am particularly concemed. ' , Ce :

1. Assnmptlons made by the NRC in assessmg the nsk to nuclear power plants

The OSRB program is focussed on repel]mg terrorists attackmg on the ground, but itis
‘clear that an dttack from the air is also possible and must be considered. Iam also
-concerned that previous probablhstlc risk assessments for airplane crashes into nn¢lear
power plants may have underestimated the risk since the assumption was that such-
_crashes would be accidental. However, if the crash were deh'berate then such a risk

assessment would be strikingly different. :

Furthermore NUREG-I 628, “Staﬁ' Responses to Frequently Asked Qu&stlons
Concerning Decommissioning of Nuclear Power Reactors”, ! includes the question:

“What would happen to the fuael in the spent fuel pool if an earthquake ruptured the pool,
or if an airplane crashed into the pool?” The answer given includes the statement: “In
the unlikely event that an aircraft crashed into the spent fuel pool, the pool structiire conld
be severely damaged and not capable of maintaining coolant level. ... However, the staff
has evaluated the possibility of an aircraft impacting the spent fuel pool and consider it a
very low probability event.” As dlscussed above the probability of an aircraft strike must
now be reconsidered.

2. Assumptions made by the NRC about fires near spent fuel storage

A number of references on the NRC website to the hazards of airplane crashes are in the
context of damage to spent fuel stored in casks. In particular, some comments on three

! ht_lp.//www.nrc.gov/NRC[NUREGS/SRl 628/sr1628 html, sec. 5.8.5.
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NRC rulings made in April and May of 2000 regardjng additions to the list of approved

_spent fue] storage.casks under 10 CFR Part 72.214 concerned the duration of fires that the

casks should-survive. Spec1ﬁca11y, 50 to 200 gallons of conventional fuel are what is
assumed to feed the fire, since that is all the on-site transporter vehicle is assumed to be -

‘carrying. The NRC cites 200 gallons as the approximate amount of fuel to supply a 15-

minute fire.> Concerns about airplanes impacting the site and spilling a greater quantity
of fiuel were dismissed by the NRC with statements such as: “Other modes of transport

~ ‘causmg the fire (e.g., arrplanes, trains, delivery frucks or missiles) are not considered as

plausible and are beyond the scope of this rule. »3 Considering that a Boeing 767 can

carry over 20,000 gallons. of fuel, simple math would suggest that an airplane crash could

‘ feed a day-long fire in the wcm1ty of the spent fuel casks. Clearly, the NRC must now
" consider different scenarios in its approach to safeguardmg spent firel from terrorist

. attacks.

- 3. NRC’s assamptions regardiné duration of fire at nuclear power plants.

" . Fifes could also posea s1gmﬁcant threat to control systems in the plant and hence the
. safety of the reactor. Ihave previously written to the NRC regarding passrve fire :
.- barriers, and it is important to revisit that issue. In particular, the passive fire barriers in _
% . nueélear power plants are rated to withstand fires-for either 1 hour or 3 hours, depending - -
- on whether the plant has automatic fire detection and suppression systems. Iam: —

concerned that an airplane-fully loaded with jet fuel crashing into a nuclear power plant

.. could support:a fire that would last far in excess of these time scales as well as prevent
.- the ﬁre from bemg easily extmgtnshed. : .

- We must be vigilant and ensure that current programs to thwart terronst activities at

nucléar power plants are.not.compromised. Arnd we must also evaluate other, previously

- unconsidered, modes of attack and develop appropriate measures to prepare for them. -
-Therefore, I ask you to please fully respond to the following questions:

: Securit_r’ response by the NRC io- ei»ents' of. Septembér 11, 2001 .

(1) Accordmg toa press release on the NRC website, on September 11 the NRC
“recommended” that nuclear facilities go to the “highest level of security”. :
: Consrdermg the apparently determined and synchromzed nature of the attacks on
September 11, why did the NRC choose to issue'a "recommendation” instead of an

order"?

(2) How many plants acted to implement the increase to the h1ghest level of security
- that you recommended? - Which plants? What steps did they take? How longdo
they plan to maintain the elevated level of security? Which plants did not choose to
go to the hlghest level of security and why"'

2 hittpe//www.nrc. gov/l\lRC/CFR/FR/20000320/march20 html, Response to Comment C.1.

? http://www.nre. gov/NRC/CFR/FR/ZOOOOSO]lmale.hhll, Response to Comment C.10.




3) In hght of last week's tragic events, is the NRC considering mandating changes in
security at nuclear power plants? If not, why not? If yes, what will these changes
be? Will these changes be permanent, or will they be in place for a lmnted period

- . of time?

(4) Press reports indicated that Canadian nuclear- power plants increased security and
that Russian nuclear power plant personnel received “additional instructions” to
their already high state of security in the wake of the events on September 11. Did
~ these measures and instructions constitute a greater or lesser increase in security
than the measures recommended by the NRC for American nuclear power plants? -
‘What is the- expected time duratlon of the Canadlan and Russ1an measures?

. Defense af nuclear poWer plants against ground assaults by terrorists

.'.(5) - One lesson from the tragedies of September 11 is that the willingness of the -
terrorists to sacrifice themselves to accomplish their goals facilitated their abilityto -
use commercial aircraft as weapons. Similarly, if a group of terrorists were to )

- attack a nuclear power plant, their ability to cause a core meltdown could be :
. enhanced if they were not interested in keeping themselves safe.- As you know, the
- . “design basis threats” are the hypothetical modes of radiological sabotage or theft.
. of special nuclear material and are specified under 10 CFR.73.1. The design basis
- threat for a team of attacking terrorists describes them as “Iw]ell-trained (mcludmg
. . ‘mnilitary training and skills) and dedicated individuals”.* Now that weall fully ..
- _appreciate the potential suicidal nature of the terrorists, would you seek to mod.lfy
.. the design basis threat assumptlons to mclude that characteristic? =

(6) “The letters T have written to the NRC in the last few years have concerned the"
_cancellation of the aforementioned OSRE program, either outright or in favor of an
industry proposed program. In light of the events of last week, is the NRC going to

. reconsider plans to replace the OSRE program with a nuclear industry designed and
managed program to test the adequacy of security measures at individual power
plants? Instead of eliminating the OSRE program, will the NRC consider making
OSRE tests more rigorous, with attacking teams more heavily armed than the
spec1ﬁcat10ns listed under 10 CFR 73,12~

’ Damage due to intentional or accidental auplane crashes

M A qmck search of the web turned up a guideline from the Swiss Federal Nuclear
Safety Inspectorate (HSK), Guideline HSK-R-102, “Design Criteria for the
_ Protection of Safety Equipment in Nuclear Power Stations against the
Consequences of Airplane Crash. 5 Does the NRC have any design criteria for
protectlon against an'plane crashes? Ifnot, why not? If so, does it apply only at -

4 Sec. 73. l(a)(l)(r)(A)
S http://www.hsk. psxch/pub eng[r-lOZe html




plants located within'a certain range from airports? If so, why was it not applied to
plants all over the country? A recent press report mentioned in passing that nuclear
power plant containment vessels are “designed to survive the crash of a falling

. 747”5 Where can this spec1ﬁcat10n be found?

®

A probab1hstlc risk assessment in the journal Nuclear Safety’ of an'plane 1mpacts on
nuclear power plants ylelded a very small probability (4.6 x 10 594) for the impact
of a large airplane (greater than 12,500 1bs.) onto a plant that is more than 5 miles
away from an airport. But this is assuming an accidental impact. In light of the -
events on September 1 1, it is clear that deliberate impacts must-be considered.

With a capable pilot committed to a terrorist attack on a nuclear power plant at the
controls, the probability of impact is closer to-100%. What would be the result of a
Boeing 767 with a full fuel tank making a direct impact onto a nuclear power plant

" at full speed?. What would be the result of other aircraft, larger or smaller,

ROY

_-'(10)

impacting a nuclear power plant at full speed? Please fully assess the different

. circumstances of aircraft impacting the containment vessel as well as other reactor

support facilities, and consider such factors as full or empty fuel tanks and large or .
small aircraft.

As discussed above, the NRC has prevmusly dlsmlssed as lmllkely the prospect of

. aircraft hitting miclear waste transpottation containers or nuclear waste storage

facilities. In light of last week’s events; will the NRC revise its estimates of the.
likelihood of such attacks and requlre hcensees to undertake further preparatlons for .
‘them? - ; i . :

As discussed above the fuel from a Boeing 767 could feed a fire for long beyond -
the design requirements of spent fuel casks. What would happen to spent fuel
storage casks if they were subjected to a fire for a full day? If the protective

* covering of the cask were burned away, what would happen to the fuel inside?

Could we have a Chernobyl-style accident, where the fire carried radioactive ..

. materials into the a1r‘7 Will there be a redesign of spent fuel casks? Why or why -

an

not?

The possibﬂlty of severe damage due to a fire at a nuclear power plant has been
considered in the past. As discussed above; passive fire barriers in the plants are
rated to withstand fires for 1 hour or 3.hours. Were these specifications made with
the crash of a commercial airliner in mind? What changes will you make to the
length of time that passive fire barriers need to resist a fire?

¢ Kemneth Chang, “Defending skyscrapers agamst tenor " The New York Times, p. Dl September 18,

2001.

"lan B. Wall, “Probabilistic Assessment of Aircraft Risk for Nuclear Power Plants,” Nuclear Safety, Vol.
15, No. 3, pp. 276-284, 1974.



Civilian protection from effects of a radioactive release at a nuclear power plant

- (12) Inthe event of artelease of radloactlve materials from a nuclear power plant, it is
crucial that distribution-of potassium iodide (KI) be made to affected populations to
prevent the uptake of radioactive iodine and the potential development of thyroid

" cancer and other thyroid disorders. What is the current status of NRC actions to
-make potassium iodide available to communities surrounding nuclear power plants,
so that in the event of a successful terrorist attack against an accident at a U.S.
nuclear facility, it could be quickly distributed to local populations? In hght of last
_week’s attacks, what is the NRC doing to exped1te the distribution of sufﬁclent )
' stockplles of potass1um iodide? - _

Forezgn ownersth of and employment at U.S. nuclear power plants

(1 3) In light of last week’s events, will the NRC now reconsider its previous support for
_allowing foreign entities to acqmre nuclear power plant operating licénses? Does
the NRC foresee any increase in prospective security risks associated with havmg
foreign entmes own or control a nuclear faclhty? If not, why not?

o - (@14). In light of last week’s events what action, if any, has the NRC taken to evaluate thé

« possibility of -“insider threats” to nuclear power plants by members of any terrorist:. -
* organizations? -Who can work at such plants? What sort of background checks are-
- performed as a condition of employment? Do employees have to be permanent
" . residents or citizens of the Us.?

Export of nuclear teclinologies to foreig'n countries

(15) In light of last week’s events, does the NRC beheve that any new measures are
‘needed to tighten up export controls relating to nuclear materials and nuclear
technology, so that such materials and technology do not end up in terronst hands?

- I not, why: not, and if so, what new measures are necessary"

Acts lof tefrorism now. considered war?

(16) 10 CFR 50.13 provides that nuclear power plants do not need to be protected

“against the effects of (a) attacks and destructive acts, including sabotage, directed
.against the facility by an enemy of the United States, whether a foreign govemment

- or other person...”. Since the U.S. is preparing for a war on terrorism, I am

- concerned that the mdustry will insist that they do not need to provide defense
against any terrorist attacks. Ray Golden, San Onofre business manager for
Southern California Edison, recently stated, “We would characterize (the terrorist
attacks) as President Bush did — an act of war.”® He further stated, “We are not

8 Chris K_nap,"‘San Onofre isn’t jetliner-proof, either,” The Orange County Reg1’ster, September 18, 2001.




certain what could happen to the plant from that type of event, and we cannot
protect completely against it. Nor, from a security standpoint, are we required to.
In light of the attacks on September 11, do you believe that it is appropriate to
change in any way the responsibilities of the NRC and the industry to take

" appropriate measures to protect the public from the consequences of acts of
terrorism dlrected agamst nuclear power plants? Why or why not? )

I appreciate your atten’aon to these questions. Should you have any questions regarding
these.requests, please contact Jeff Duncan or Brendan Plapp of my office at 225-2836 I
Would appreclate a r&sponse by October 11, 2001. . 4 .

~ Sincerely,
el

Edward J. Markey
Member of Congress
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 UNITED 3TATES - _
NUCLEAR REGULATORY COMMIISSION
) WASHINGTON, D. C, 205585

October 16, -2001

CHAIRMAN

s

The Honorable Edward J. Markey
United States House of Representative
Washington, D.C. 20515-2107 '

. Dear Congressman Markey:

- On behalf of the Commission, | am responding to yoir letter of September 20, 2001,
regarding the actions of the U.S. Nuclear Regulatory Commission (NRC) and the nuclear
~ industry in response to the terrorist attacks on September 11, 2001 » and your concerns
regarding security at-nuclear power plants. Although nuclear power plants are among the most
~ hardened and secure civilian facilities In the United States, the recent attacks have focused -
- attention on the need to review policies and practices related to safeguards and physical

security measures for civilian nuclear facilitles.

. _ Immediately following the terrorist attacks on the World Trade Center and the Pentagon, -
the NRC advised nuclear power plant licensees to go to the highest level of secuwrity, and all .-
promptly did so. With continued uncertainty about the possibility of additional terrorist activities,
the Nation’s nuclear power plants remain at the highest level of security and the NRC continues
to monitor the situation. . For the longer term, |, with the full support of the Commission, have
directed the NRC staff to thoroughly reevaluate the NRC's safeguards and physical security .
programs. This reevaluation will be a top-to-bottom analysis Involving all aspectsofthe -

. Agency’s safeguards and physical security programs. , o

Given the nature of the attacks on September 1 1, the identification of any necessary
adjustments to the safeguards and physical security measures for civillan nuclear facilities must -
involve consultation and coordination with other U.S. national security orgarizations,: The NRC

- is currently: interacting with the Federal Bureau of Investigation, other intelligence and law -
- enforcement agencies, and the Department of Defense to ensure any changes to the NRC’s

programs are informed by pertinent information from other relevant U.S. agencies.

- Because the NRC's reevaluation Is ongoing, the enclosed answers to-your questions are |
founded on the information that is available at this time.- The Commission appreciates your
concern. if you have further comments or questions, please feel free to contact me, -

derely,
.

Richard A. Meserve

Enclosure: Responses to Questions
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Enclosure 1.-

BESPONSES TO QUESTIONS

Why did NRC choose lo issue a “recommendation” [per Threat Advisory
on September 11, 2001, and Information Notice 98-35] instead of an

"order’? :

Question 1:-

Answer:

All licensees have a continuing regulatory obligation to be able to defend against the Design
Basis Threat. A Threat Advisory does not change this fundamental obligation, but merely
provides a vehicle to advise licensees to be especially vigilant. Information Notice 98-35,
"Threat Assessments and Consideration of Heightened Physical Protection Measures," issued
on September 4, 1998, provides information to licensees as to how to respond to a NRC
-_designation of a particular secutrity level in a Threat Advisory. In eéssence, the Information

_Notice and a Threat Advisory provide a vehicle to facilitate communication between the NRC

and its ficensees when rapid actions are.required. Forwarding the Threat Advisory on .

- September 11, 2001, and referring to the Security Level 3 measures in the already-distributed

Information Notice, allowed quick actlion on the part of the licensees to respond to the threat

environment. ) _ .

A Threat Advisory serves a different purpose than an order._ Issuing an order, rather than a
Threat Advisory, would have consumed time and resources and would have been no more
-effective in achieving the desired result. Nonetheless, the NRC retains the authority to issue
 orders requiring specific actions by all, or some, of its licensees. The staff has reviewed the
actions taken by the licensees as a result of the Threat Advisory of September 11 and '
concluded that no-additional actions were necessary at that time. ‘

How many plants acted lo implement the increase to the highest level of
security that you recommended? Which plants? What steps did they
take? Haw long do they plan to maintain the elevated level of security?
Which plants did not choose to go to the highest level of security and

why?

" Question 2:

Answer:

All relevant NRC licensees implemented a heightened security stance, as the NRC advised.
The steps generally included increased patrols, augmented security forces and capabilities,
additional security posts, heightened coordination with law enforcement and military authorities,
and limited access of personnel and vehicles to the site, among other measures. On October
6, the NRC issued a safeguards advisory delineating certain prompt and longer-term additional
actions to strengthen licensee capability to respond to a terrorist attack at or beyond the design
. basis threat. Licensees are currently implementing those actions, :

All relevant licensees remain at an slevated security posture. The NRC is coordinating with the
Federal Bureau of Investigation, other intelligence and law enforcement agencies, and the
‘Department of Defense to continue to assess the threats and ensure that licensees maintain
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the appropriate security level. The results of the ongoing assessments will inform NRC'’s
decisions regarding adjustments in the recommended-level of security. _

Is the NRC considering mandating changes in securily at nuclear pbwer

Question 3: :
) ‘planis? If not, why not? If yes, what will these changes be? Will these
changes be permanent, or will they be in place for a limited period of
time? : - :
Answer:

In light of the attacks on September 11, and in response to a tasking memo from the Chairman
to the Executive Director for Operations, the staif 'will undertake a comprehensive review of the -
NRC'’s existing regulations and proposed revisions and provide additional recommendations to -
the Commission. It is premature to predict what changes will be proposed. : :

Question 4(a): Did the Canadiian and Russian responss to the events of September 11,
R 2001, [relative to their nuclear power plants] constitute a greater or lesser
increase in sacurily than the measures recommended by the'NAC for

American nuclear power plants? :

.

Answer:

The Commission believes that the baseline security level at U.S. commercial nuclear reactors is
very high compared with most other nations. indeed, many foreign regulators often comment
on the impressive security measures and large guard forces evident when they visit our nuclear
-power plants. We are aware of no other regulator. who systematically carries out security = -
- inspections involving force-on-force exercises. We understand the Canadian facilities instituted
* 2 number of measures in light of the September 1 1 aitacks. Specific detalls conceming
~security at Canadian power reactor facilities constitute sensitive information,

The NRC has not exchanged information with the Russian government that would enable an
assessment of the security at Russian nuclear power plants,

Question 4(b): What is the expected time duratiori of the Canadian and Russian
: measures? ,
Answer:

We do not know the duration of heightened security measures in Canada and ﬁussia.

‘Question 5: -Would the NRC seek to modify the design-basis threat assumptions rb
: include adversaries wflling to commit suicide in their attack? -
Answer:

The NRC has routinely monitored the threat environment since the creation of the design basis
threat (DBT) statements in the late 1970s. The willingness of terrorists, or others, to commit
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suicide In the course of some criminal act, s an underlying assumption of the DBT and this is
not considered to be a new adversary characteristic. The working assumption described in the
DBT is that the adversary force is willing to kill or be killed in an attempt to complete its attack.
However, the NRC will consider the information developed as a result of the September 11, -
2001, event in determining potential adjustments to the DBT. o :

. Questions(a): - - Jsthe NHC going to reconsider plans to replace the OSRE program with
‘ a nuclear industry-designed and managed program to test the adequacy

of security measures at individual power plants?

Answer:

Thie NRC has not made a decision fo terminate the OSRE program. Before September 11, the
Commission agreed to a pilot of the industry-designed Safeguards Performance Assessment
* (SPA) program. That pilot, which is subject to NRC oversight; would be evaluated after one

- year.

During the conduct of the SPA pilot, the NRC would continue OSRE inspections at a rate of six
per year, which would be combinéed with eight NRC-evaluated SPA inspections. A final .
Commission decision regarding the method of conducting force-on-force testing would follow

- formal evaluation of lessons leamed during the pilot program and the continuing OSRE

- program. Asa result of the Chalrman’s tasking memorandum following the September 11
attacks, the entirety of the inspection program will be reexamined.

' Question 6(b): | Instead of eliminating the OSRE program, will the NRC consider making
- OSRAE tests-more rigorous, with atiacking teams more heavily armed
- than the specifications listed under 10 CFR 73,17 ,

Answer:

As directed by the Chairman’s tasking memoraridum, both the Design Basis Threat and the
inspection program will be reexamined.

Question 7: ". . Aquick search of the Web turned up a guideline from the Swiss Federal
' Nuclear Safety Inspectorate (HSK), Guideline HSK-R-1 02, “Design -

Criteria for the Protection of Safety Equipment in Nuclear Power Stations
Against the Consequences of Airplane Crash.” Does the NRC have any
design criteria for protection against airplane crashes? If not, why not? If
so, does it apply only at plants located within a certain rangefrom .
airports? If so, why was it not applied to Plants all over the country? A
recent press report mentioned in passing that nuclear power plant
containment vessels are “designed to survive the crash of a falling 747.
Where can this specification be found? : ‘
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Answer:

_The Swiss guideline requires that “nuclear power stations shall be protected against the -
consequences of an airplane crash.” The intent s to ensure that "the radiation exposure of the. _
public shall not exceed the limits specified,” We understand that the Swiss guideline reflects -

the heavy density of airline traffic over Switzerland.

The NRC has not routinely required all plants to be designed to withstand a particular aircraft
crash, but such considerations have entered into siting evaluations. Those evaluations have -
considered the probability of accidental air crashes as a screening criterion to determine _
- whether further evaluation is required. Specifically, 10 CFR100.10, “Factors To Be Considered
When Evaluating Sites,” requires, in part, that "reactors will reflect through their design,
construction, and operation an extremely low probability for accidents that could resuit in
release of significant quantities of radioactive fission products.” In addition, for applications
after January 10, 1997, 10 CFR 100.20(b) requires that “the nature and proximity of man-
. related hazards (e.g., airports, dams, transportation routes, military and chemical facilities) must™ -
be evaluated to establish site parameters for use in determining whether a plant design can -
accommodate commonly occurring hazards, and whether the risk of other hazards is very low.”

The NRC issued NUREG-0800, "Standard Review Plan for the Review of Safety Analysis

~ Reports for Nuclear Power Plants,” Section 3.5.1.6, “Aircraft Hazards” (dated July 1981) that
defines the Agency’s acceptance criteria for siting nuclear power plants near alrports and/or - -
airways. The probability of an accidental aircraft crash resuiting in radiological consequences
greater than the exposure guidelines defined by 10 CFR Part 100 is considered to be
acceptably low if the plant meets specified criteria regarding distance from airports, holding
patterns, and approach patterns, as well as criteria regarding volumes of air traffic. {f the plant
does not meet these criteria, a detailed review. of accidental aircraft hazards must be
performed. If that detailed hazard review cannot demonstrate an acceptably low probability of
an aircraft accident resulting In radiological consequences greater than the exposure guidelines
defined by 10-CFR Part 100, engineering analyses of aircraft impacts are requred. The .

~ probability is considered to be acceptably low if the probability, based on a realistic assessment,

s less than about 107 per year (or 10 per-year given a conservative assessment).

_ If the plant cannot meet the probability 'ciiteria; the plant’s structures, systems, and Compphehts.
must be designed to withstand the effects of the postulated ajreraft impacts and fires without -
loss of safe shutdown capability, and without a release of radioactivity that would excaed the

exposure guidelines defined by 10 CFR Part 100. '

The NRC has rio criterion th'ai-r'equires nuclear pbwer plant containment vessels to be designed
to survive the crash of a falling Boeing 747. , : _

Impacts on nuclear power plants yielded a very small probability (4.6 x
10° %) for the impéct of a Jarge airplane (greater than 12,500 Ibs) onto a
plant that is more than 5 miles away from an alrport. But this is assuming
an accidental impact. In light of the events on September 11, it is clear
that deliberate impacts must be considered.’ With a capable pilot

~ Question &: A probabilistic risk assessment in the journal Nuclear Safety of airplane
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‘committed io a terrorist attack on a nuclear power plant at the controls,

the probability of impact is 100%. What would be the result of a Boeing
767 with a full tank making a direct impact onto a nuclear power plant at.
Iull speed?- What would be the result of other aircraft, larger or smalfer,
impacting a nuclear power plant at full speed? Please fully assess the
different circumstances of aircraft impacting the containment vessel as

well as other reactor support facilities, and consider such factors astullor .
empty fuel tanks and large or small aircraft. _

Answer:

~ Nuclear power plants have an inherent capability to protect public health and safety through
such features as robust containment buildings, redundant safety systems, highly trained .
operators. These plants are among the most hardened structures in the country and are
- designed to withstand extreme events, such as hurricanes, tornadoes, and earthquakes. In
addition, all NRC licensees with significant radiological material have emergency response .
. plans to mitigate impacts on the public in the event of a release. However, the NRC did not .
 specifically consider attacks by aircraft such as Boeing 757s or 767s, and huclear power plants
were not specifically designed to withstand such crashes. The NRC has not yet performed
detailed engineering analyses of a large airliner crash; and thus cannot, at this point, provide an
assessment of the likely consequences of such an attack. ' _ ‘

The NRC staff is evaluating strategies to assess the effects of a‘deliben'ate aircraft impact and
. the resulting fire and explosion on the resctor containment building and other reactor suppoit
facilities. Variables considered in the analyses will include aircrait size and speed, as well as

" the amaunt of fuel.

Questions: - Will the NRC revise its estimates of the likelihood of aitacks by aircraft
o - hitting nuclear waste transportation containers or nuclear waste storage
facilities, and require licensees to undertake further Ppreparations for such
attacks? o :

Answer:

As discussed Inresponse to Question 7, above, the previous NRC estimates were based on an
accidental airplane crash, not an intentional crash. " In response o the terrorist attackof - '
September 11, 2001, the NRC has begun a thorough review of the safeguards and physical

' security programs. This effort will include Input from the national security organizations, the

- . FBI, intelligence and law enforcement agencies, the Department of Defense and others to 5

evaluate the level of threat to which civilian nuclear fagilities must be able to respond. It will
also consider the results of discussions with these agencies on how to deal with threats beyond
the design basis, such as enemy-of-the-state threats, ' '




Tt ) e LRI Y S R

ULl LU AUUL. WSt

-6-

. Question 10(a): * What would happen to spent fuel storage casks If they were subjected to |
' _ a fire for a full day? : . -

Answer:

The capacity of spent fuel dry storage casks to withstand a fire for extended time, such as 24
“hours, has not been analyzed, given the very low probability that firefighting personnel would be
- unable to respond within 24 hours. However, previous studies have analyzed worst case '

impact conditions for aircrait accidents, and these studies have found:that most of the aircraft

fuel would be dispersed and will burn off in a matter of minutes. Thus, if impacted by alarge-
-commercial aircraft, a spent fuel storage cask would not be expected to be appreciably affected
by a fire. However, if, as a result of the NRC's review of the terrorist events of September 11, -

2001, the NRC determines that additional or revised safety or physical protection actions or

requirements need to be taken at independent spent fuel storage installations, the NRC will

take appropriate actions to implement those measures.

' duéstion 10(' b:  /fthe protective covering of the cask were burned away, what would
_ happen io the fuel inside? : :

Answer:

The concrete and/or steel protective coverings are not readily flammable and will not be burnied
away. Therefore, the staff believes that a fire will not resilt in failure- of the inner canister. As
indicated above; if, as a result of the NRC’s review of the terrorist events of September 11,
.2001, the NRC determines that additional or revised safety or physical protection actions or .
requirements need to be taken at independent spent fuel storage instalfations, the NRC will

_take appropriate actions to.implemeqt those measures, -

Question 10(c): Could we have a Chernobyl-style accident, where the fire carred
. radioactive materials into the air [from a spent fuel storage cask]?

Answer:
No. Even if a spent fuel storage cask were impacted and penetrated by a commercial aircraft,
~ the resultant effects could never be equivalent to a Chemobyl-type accident because the
amount of radioactive material contained within the cask is orders of magnitude less than inan
operating reactor, and the mechanisms for dispersal of the material are fewer than were
present during the Chernobyl accident. - In the event of a crash of a large commercial aircraft,
. and if the cask were breached, we could not éxclude the possibllity of localized impacts.
‘ .

Question 10(d) - ‘Wil there be a redesign of spent fuel casks? Why or Why not?

Answer:

As previously stated, if, as a result of the NRC's review of the terrorist events of September 11
2001, the NRC determines that additional or revised safety or physical protection actions neeqd
_ o be taken or new requirements implemented at independent spent fuel storage installations,
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including the design requirements for spent fuel casks, the NRC will take appropriaté actions to
implement those measures, - . '

The possibility of severe damage due to a fire at a nuclear power plant
has been considered.in the past. - As discussed above, passive bayriers in
the plants are rated to withstand fires for 1.or 3 hours, Were the :
specifications made with the crash of a commercial airliner in mind? .

* What changes will you make to the length of time that passive fire
barriers need 1o resist g fire? )

Question 11.

Answer:

The objective of the NRC’s current fire protection requirements is to ensure that a single
internal fire event does not adversely affect the ability of the plant to achieve and maintain safe -
shutdown. Fire barriers are only one of the many elements of the defense-in-depth principle
that is applied to nuclear power plant fire protection; therefore, licensees do not solely rely on

- Installed fire barriers to achieve and maintain safe shutdown. The specifications for the
qualifications of fire barriers installed in nuclear power plants to meet the NRC'’s objective are
founded on the testing protocol described by the American Society of Testing Materials,

' Standard Test Methods for Fire Tests of Building Construction and Materials (ASTM E-119).

-'This standard is used to measure and describe the properties of fire barrier materials under

controlied laboratory conditions. This standard is widely used as the basis for rating thie fire
barriers that are used in many types of industrial facllities besides nuclear power plants. '
Increasing the length of time required for passive barriers installed at a nuclear power plant to -
resist a laboratory fire would not ensure that the fire barriers would be able to protect important -
safety systems, because the scenario in which a commercial aitliner impacts and penetrates a
structure would likely also damags the fire barriers as a result of the impact of debris from the -
aircraft or the damaged structure. Therefore, changes to the length of time that passive
barriers need to resist a fire would not, by themselves, be an effective means of addressing the

aircraft crash threat. , : _
Qgggigu_g: ) What is the _curreht status of NRC actions to make potassium jodide
. , - ‘available to communities surrounding nuclear power plants, so that in the -

- event of a successful terrorist attack against a U.S. nuclear facility, it 4
could be quickly distributed to local populations? Whatis the NRC doing
to expedite the distribution of sufficient stockpiles of potassium jodide?

Answer:

In January 2001, the NRC revised a portion of its emergency response regulations to require
that consideration be given to including:potassium iodide (K1) as a protective measure tor the
general public to supplement sheltering and evacuation in the event.of a severe nuclear power
plant accident. In doing so, the Commission found that Kl is a reasonable, prudent, and
inexpensive supplement to evacuation and sheltering for specific local conditions. The
Commission left it to the States to make a final decision on the use of Kl as a supplemental
measure. But the Commissijon decided to fund the initial purchases of KI for-any State making
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a dedision to stockpile KI. NRG set aside $400,000 In FY 2001 and has requested similar
. funding in FY 2002 to purchase KI. A B

Together with the Federal Emergency Management Agency (FEMA), the NRC has formed a
subcommittee to develop and implement a program to distribute potassium iodide (KI) to States
which decide to include Ki in their range of public protective actions. The use of KiI would
supplement other protective measures, such as evacuation and sheltering. The NRC/FEMA Ki

. subcommittee has been meeting approximately monthly since January 2001 to develop
procedures, processes, and guidance for KI program implementation. Presently, the
subcommittee is awaiting the issuance of final Food and Drug Administration (FDA) guidance
‘on dosage and intervention levels, which are needed to complete the NRC Kl distribution
program. FDA published its draft guidance in January 2001. -

The NRC formally requested that a Federal Radiological Protection Coordinating Committee
(FRPCC) subcommittee on Kl be formed with representatives from the FDA and the .
Environmental Protection Agency (EPA), as well as the NRC and FEMA. - The purpose of the o
" FRPCG Kl subcommittee is to expedite review and revision of the Federal KI policy, encourage
the finalization of FDA guidance, and coordinate Kl implementation issues. That subcommitiee
had its initial meeting on September 25, 2001. Additionally, as the NRC requested through the
FRPCC, FEMA Director Allbaugh sent a letter to the U.S. Department of Health and Human
Services (HHS) Secretary Thompson requesting expedited review of the FDA guidance on the

use of K.

The FRPCC Kl subcommittee is being used as a forum to discuss and develop
recommendations for consideration by the member agencies regarding the impact of the
September 11 events on the Federal Kl policy, and Ki stockpiling and distribution issues. At
present, the NRC intends to proceed with implementing its KI distribution program for States
to include Kl in their range of public protective actions once the FDA guidance Is

that decide
finalized. . :
.- Question 13: : " In light of Iast week’s events, will tﬁe NRC now raconsidef its preﬁous
; support for allowing foreign entities to acquire nuclear power plant .
' operaling licenses? Does the NRC foresee any increase in prospeciive
- security risks associated with having foreign entities own or control a
‘nuclear facility? If not, why not?
- Answer: |

The reasons that the NRC has given Congress for removing the statutory ban on foreign
ownership of nuclear power operating licenses remain sound in our view. The current ban in
Sections 103d and 104d of the- Atomic Energy Act of 1954 (AEA) is unqualified. It applies to all
“foreign entities, making no distinction between friend, such as the United Kingdom, and foe,
such as Iraq. Moreover, the ban falls to accomplish its primary goal of preventing transfer of
‘nuclear power technology because, unlike in 1946 when the statutory ban went into effect,
nuclear power technology is well known abroad. In the absence of the ban, thére would still be
ample protection against an inappropriate licensee because the Commission would still be
prohibited from issuing any operating license to a foreign entity if the foreign ownership would
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be inimical to the common defense and securily or‘the health and safety of the public. Before
making such a determination, the Commission would be able to obtain the views of the

Executive Branch,

Question 14(a): What action, if any, has the NRC faken to evaluate the possibility of
: "insider threais” to nuclear powsr plants by members of any terrorist

organizations?

Answer:

Since September 11, 2001, the FBI has provided to the NRC frequently updated lists of
individuals who may have ties or information related to terrorist activities. At the request of the
FBI, the NRC provided these lists to the nuclear power plants, the nonpower reactor facilities,
‘decommissioning plants, and selected fuel facilities to be checked against utility employment

. and visitor records. The Nuclear Energy Institute has also been provided the lists to be

- checked against a database of temporary nuclear utility workers. All results are being provided
by NRC to the FBI for resolution. To date, all potential matches have been resolved through

‘theFBI. . '
Question 14(b):  Who can work at nuclear pohrarplants?
Answer: ‘ ' . |

In order to be authorized for unescorted access at a nuclear power plant, an individual must
undergo a background screening and investigation pursuant to 10 CER 73.56,and such
workers are subject to ongoing fitness-for-duty requirements. The screening criteria include:
(1) a background investigation designed to identify past actions which are indicative of an
individual’s future reliability within a protected or vital area of a nuclear power reactor; @a

- psychological assessment designed 1o evaluate the possible impact of any noted psychological
characteristics which may have a bearing on trustworthiness and reliability; and (3) behavioral -
observations, conducted by supervisors and management personnel, designed to detect
individual behavioral changes which, if left unattended, could lead to acts detrimental to the

public heaith and safety.

Question 14(c): - What sort of background checks are performed as a condition of
employment? o :
Answer.
As noted above, there are requirements for background screening and investigation before -
authorizing an individual to have unescorted access 1o the site. In accordance with 10 CFR
73.56, the background investigation includes employment history, education history, criminal -
history, military service, and credit history, as well as a psychological evaluation, interview of
. developed references, and fitness-for-duty testing. With and without authorization for -
unescorted access, all individuals working inside the licensee’s protected area are subject to
continued behavioral observation, as required by 10 CFR 73.58, to identify aberrant behavior or
“other indications that the individual is, or has become, untrustworthy, :
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Question 14(d): Do emplayees [ai nuclear power plants] have to be Permanent residents
' “or citizens of the U.S.?- . 4 » ' _ .

Answer: o
Employees at nucléar power plants do not have to be permanent residents or citizens of the -
_United States. ' _ - o :
Question 15: Does the NRC bellave that any new measures are needed lo tighten up
' ~ export controls relating to nuclear materials and nuciear technology, so

that such materials and technology do not end up in terrorist bands? If
not; why not, and if so, what new measures are necessary?

Answer: - .

The NRC's export licensing regulations, including the related decision criteria, are founded on

explicit provisions of the Atomic Energy Act of 1954, as amended by the Nuclear S

Non-Proliferation Act of 1978, the Energy Policy Act of 1992, and other acts. These provisions

place strict controls on U.S. exports of nuclear materials and other materials and equipment of

significance for nuclear explosive purposes. To date, the NRC's licensing specialists have not «
- identified any of these provisions that should be changed in light of Increased concerns about -

terorist attacks. '

From a broader perspective, the NRC’s export.regulations are only one of several facets of U.s.
and multilateral export controls. The Agency anticipates and is prepared-to participate in,
interagency reviews involving Executive Branch agencies (such as the Departments of State,
-Energy, Commerce, Defense, and Transportation) to address those controls that bear on
terrorist intentions and acts. The Agency will also support U.S. Govemment efforts in the
‘Nuclear Suppliers Group and the International Atomic Energy Agency. . '

Question 16: - 10 CFR 50.13 provides that nuclear power Plants do not need to be
_ protected “against the effects of (a) attacks and destructive acts,
including sabotage, directed against the facility by an enemy of the
. United States, whether a forefgn government or other person...” Since
the U.S. is preparing for a war on terrorisin, 1 am concemned that the
industry will insist that they do not need to provide defense against an y
terrorist altacks. Ray Golden, San Onofre business manager for
Southern California Edison, recently stated: "We would characterize (the
terrorist attacks) as President Bush did.” He further states, "We are not
certain what could happen to the plant from that type of event, andwe
cannot protect complelely against it, Nor, from a security standpaint, are
we required to.” In light of the attacks on Septeinber 11, do you belieye
that it is appropriate 1o change in any way the responsibilities of the NRC
and the industry to take appropriate measures to protect the public from .
the consequences of acis of terrorism directed against nuclear power
plants? - Why or why not?
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Answer:

e

The NRC cannot determine at this time what changes may be appropﬁéte regarding the

that review may bring to light some need to change the division of respon
government and the private sector. Moreover,

- Office of Homeland Security and other agencie

. between the industry’s responsibilities and the

At preésent, consistent with 10 CFR S _

practical matter, may be beyond the defensive capability of private organizations. Protection
. against these types of attacks may be more appropriately th i ' j

defense establishmient. On the other hand, 10 CFR 73.1 (a)

protect against violent actions by well-trained and well-equipped persons, even those who are -

supported by a foreign govermment, if '

also be carried out domestically.

-11-

gainst acts of terrorism and the responsibiliies of our
has started a full review of its securily standards, and
sibilities between the
our interactions with the newly established

s should help to further clarify where the lines
national government's should be drawn, '

0.13, licensees are riot required to protect against

(1) requires that licensees must

these activities (for example, vehicle bombings) could

i

TOTAL P.13
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www.house.gov/imarkey : ) . -
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RESOURCES COMMITTEE ) : FRAMINGHAM, MA 01702
TWaghington, DL 20515-2107 . {508) 875-200 '
- October 15, 2001

The Honorable Richard A. Meserve
U.S. Nuclear Regulatory Commission
Washington, D.C. 20555

Dear Mr. Chairman:

I am writing you regarding the decision to.close down Commission’s web s1te i
(http://www.nic.gov/). As you kriow, anyone who currently attempts to access this site recelved
the following notice:

“Our site is not operational at this time. In the aftermath of the terrorist attacks of ;
September 11, the Nuclear Regulatory Commission has taken the action to shut down its
web site. In support of our mission to protect: public health and safety, we are performing -

a review of all material on our site. We appreclate your patience and understanding ;
during these deﬁcult times.” .

1t is my understanding that the NRC’s web site has been down since last Thursday. The .-
NRC staff has informed my staff that the site was shut down following a request from a military :

- officer who alleged that there was classified information on the site. The NRC staff further =~ .
indicated that they did not know when the site will be up and running again. Please inform me of
the facts and circumstances surrounding this matter. In your response, please indicate whether

“the NRC has been allowing classified information or confidential safeguards information to be
improperly released through its web site where any potential terrorist could obtain access to such -
data. If so,please explain how this could have happened and how long the sensitive or classified-:
information has been posted on the NRC web site. If no classified information or saféguard
information has been 1mproper1y posted, please explain why the NRC web site has been shut
down. . .

In addmon, Iam interested in knowmg exactly what mformatlon the Commission decides -.
to remove from the website during its review. I therefore request that I be provided with a*

‘ comprehensive list of all materials that are removed, (or which have been removed since ==
September 11, 2001) and an explanation of the basis. for the decision to remove this material-
from the NRC’s web site. If the Commission determines that it needs to provide such
information to me in a non-public form, please contact me to- arrange appropriate safeguards

, Fmally, I would urge that as the Comm1ss1on reviews the mformatlon on its web site, 1t
shoeuld make every effort not to remove any mformatlon that is not properly classified or which
is not properly considered sensitive safeguards—related information. Despite the difficult times
we are living through, it is important to our democracy for the pubhc and the Congress to be able
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to get access to information aboiit h6w the Commission carries out its important mission of
regulating the safety and security of our nation’s civilian nuclear facilities. The Commission’s
web site has been an mvaluable aid to the public, the press and the Congress in-this regard.

"1 would also note that' at least some of the -mformatlon that has been disseminated over
the NRC’s web site may also be important'to the functioning of our nation’s electricity markets:.
A Reuters story (see attachment) reports that wholesale electricity prices could be pushed
‘upwards dug to the loss of access to the NRC’s da11y plant status report. Uncerta.mty inthe
marketplace regarding which plants are operating raises uncertainties that could raise prices. The
article also reports that keeping this information from the marketplace would give reactor owners
and the local utilities they supply a big advantage over energy marketers who have no power : -
plants in the area. At the same time, the article quotes one trader as stating, “If they find some:. .
this information Would be dangerous in the hands of a terrorist, then I’m all for keeping it off the -

" Web site.” T entlrely agree; and would suggest that a risk assessment of the costs and beneﬁts of
: dlssemmatmg such market mformatlon is needed. :

I therefore request that you mfonn me whether the NRC is planmng to permanently
remove this type of market data from its web site. Ifso, I request that the Commission provide
" its assessment of the impact of such an action on the nation’s wholesale electnclty marketplace
~ and the conipetitive impacts of removing this type of data from the NRC web site. Ialso request o
- that the Commission report on whether there may be any alternative sources were market - - -
participants'could obtain the same or similar data, such as the web sités of various regxonal
transmission orgamzatlons In addition, please prov1de me with the Commission’s viewson  _
-whether the national security necessitates removing this data from the website notwithstanding: -
any adverse economic or marketplace impacts. If national security requirements do not
necess1tate removal of this data, I would urge that it be restored as soon as possible

Thank you for your assistance and cooperatlon. I request that the Commission provide:a - . .5

response to ‘the questlons set forth in this letter within 15 working days, or no later than close of
business, November 5,2001. Should you have any questions about this request, please contact
Mr. J eﬂi'ey S Dunczm or Dr. Michal Freedhoff of my staff at 202-225-2836."

| Smcer_ely,

Edward J. Markey

_ Ranking Democrati -

Subcommittee on Telecommumcahons
And the Internet

E2

. Attachmmt';




hitp://housenewsinbr:806/NewsEDGE/FullSto....045¢0066.0.36J6vd?Personal ViewName=NF

S COLLAPSE STORY

Blocked nuclear data seen lifting U.S. power prices

 15:47:51,12 October 2001 .

"1of2

- NEW YORK (Reuters) - A federal agency's decision to stop postmg potentlally sens1t1ve muclear
‘power plant data on its Web site followmg the Sept. 11 attacks could push up wholesale electricity

prices,’ traders said Friday.

The Nuclear Regulatory Commission (NRC) Wthh oversees the use of all radioactive materials in
the country, suspended its Web site Thursday, as part of a general tlghtemng of secunty nationwide. -

- “Our site is not operatlonal at this tlme The Nuclear Regulatory Commlssmn has taken the action to -
"shut down its web site," the NRC sald ina statement posted on the site (lltp.//www.nrc gov)..

“In support of our mission to protect pubhc health and safety, we are performing a review of all .
matenal on our site. We appreciate your patience and underst:mdmg during these dlﬂicult tlmes "

' Among mformatlon previously shown on the Web site was the plants' locations, mcludmg longltude
~and lautude and general demgn speclﬁcatlons for each facility.

Several electnclty traders, who look daily to the federal agency’s plant status report for fundamental
market supply data, told Reuters not knowing Whether a plant was operating raised uncertainties that
would be reﬂected in hlgher prices.

“It's amazing how Sept. 11 has aﬁ'ected things you would never expect," one Houston-based tIader
satd. ‘ . , i

The dale plant status report lists the operating status of each of the 103 U.S. nuclear reactors,'whien .,
provide about 20 percent of the country’s electnclty

“If they find some reason th1s information would be dangerous in the hands of a ten'onst, then I'm all
~ for keeping it off the Web site," the trader said; echomg the views of all the power traders Reuters -

. surveyed.
They Warned however, that keeping the information from the marketplace would give reactor owners
and the local utilities they supply a big advantage over energy marketers Who have no  power plants in
the area. : .

* Nuclear reactors are among the lowest cost sources of electricity in the United States.

When a nuclear plant shuts, the regfen*s grid 6perateij tells generating companies to fire up more
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~ expensive oil- and gas- fired plants-to cover the shortfall.

“*You take in all the information avaﬂable process it and make a best guess at what the price of power
will be each day based on what plants are available, what the weather is, what the cost of fuel is. Not
knowmg ‘where _the nukes are is just another unknown that will cost money,"” one trader said.
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" UNITED STATES -
NUCLEAR REGULATORY COMMISSION
WASHINGTON, D: C. 20555

November 13, 2001 -

CHAIRMAN

The Honorable Edward J.: Markey
~ United States House of Représentatives -
Washington, D.C. 20515-2107 ’

Dear Congressman Markey: *~

“The Commission has received your letter dated October 15, 2001, expressirig concern -
regarding the temporary shutdown of the NRC website for the purpose of performing a review
of the material posted on it. Our action in initiating a review of our website is one undertaken
by many government agencies as part of an ongoing effort to thwart any potential information-
gathering activities by terrorists. The operation of the NRC website was restored within
approximately one week--on Octaber 18." It currently makes available many, but not all,

categories of documents that were formerly available.

..As of this writing, the website includes inforination on the NRC'’s mission and governing’
- legislation, how to contact NRC, public meeting notices, Agreement State Programs, the
agency telephone directory, news releases, NRC regulations published.in 10 CFR, current
. rulemakings, aceess to the agency document management system. (ADAMS) containing more
* than 125,000 publicly available documents, information about NRC’s Public Document Room,
FOIA information, contracting opportunities, opportunities for employment, information on how
- to'report a safety concern, the Inspector General’s hotline, and materials on the Regulatory
~ Information Conference. ' :

- Our review of the remaining materials is proceeding in a deliberate and systematic
manner. We will continue to restore material to the website that is déemed appropriate.

We agree with you that no classified or sensitive safeguards information belongs on the L

website at any time. To our knowledge none has been found in the current review and we do

not expect to find any. Nonetheless, the objective of the shutdown of the site and the ongoing
- review is to avoid facilitating the information-gathiering processes of those seeking to harm the

United States of America, while simultaneously providing for meaningful public participation in
- the NRC regulatory process. - S :

. Your letter raises the issue of whether the NRC intends to remove plant status reports
from the website permanently. The Commission is currently reviewing this issue and is
consulting with other agencies of the Federal government. 1 will keep you informed of the
Commission’s final decision. :

ichard A. Meserve
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November 15, 2001

The Honorable Richard A. Meserve -
Chairman

- Nuclear Regulatory Commlssron
Washington, D.C. 20555

Dear Mr. Chairman:

Thank you for your letter of October 16, 2001, respondlng to my letter of
September 20, 2001 regarding the terrorist threat to nuclear facilities. 1am- wntlng to
follow-up on several issues raised by your response, and to-seek additional information
and clarifications regarding the nature and adequacy of actions undertaken by the -

-Commission and the mdustry {o upgrade security at nuclear plants. ..

. As you know, on October 31, 2001 the House Energy and Commerce
. Committee-approved an amendment that |, along with Chairman Tauzin and ‘Ranking % .
zDemocratlc Member Dingell offered to H.R. 2983, the Price-Anderson Reauthonzatlon R A
_Act. This amendment would require the President to undertake an immediate -
assessment of what aspects of the defense of nuclear facilities should be the-
responsibility of the federal government, and what aspects should be the respon3|blllty
of the Commission and its licensees. The amendment requires the Commission.to
‘undertake a mandatory rulemaking to upgrade its rules relating to the design basis
" - threat, to issue new rules to strengthen the security of radioactive materials
transportation, and codifies into the Atomic Energy Act of 1954 a- ‘requirement for an
Operatlon Safeguards Response Evaluation (OSRE) program. | urge the Commission
to review this amendment carefully and drop its opposition to immediate enactment of:
legislation requiring an ‘NRC rulemaking on the DBT and transportation secunty such
. as that articulated in your October 5, 2001 letter to Chamnan Tauzin. :

As the Congress proceeds to take up this legislation, there are a number of .
questlons raised-by your most recent letter that | would like to have answered in order to
better understand the nature and adequacy of the Commission’s and licensee’s :
responses to the current terrorist threat and the impact of the pending amendment on
those activities. -} therefore would appreciate your assrstance and cooperation in -
providing responses io the followmg questlons ,

7 PRINTED ON RECYCLED PAPER
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Questions on the NRC’s lmmediate ResponSe to the Events of September 11

1)

2)

' 5)

Please prowde me wnth coples of the Threat Advisory issued to licensees on _
September 11, 2001 and the Safeguards Advisory issued to licensees on October 6,
2001. Please also prowde me with copies of any Confirmatory Action Letters sent to
licensees. Should any of these documents be nonpublic, please advise your staff to
make appropriate arrangements with my staff for transmittal and safekeepmg of
these documents ' .

in your- October 16th Ietter you advnsed me that the Commission had decided to :

issue a Threat Advisory'on September 11th rather than an order because issuing an -

order “would have consumed time and resources and would have been no more
effective in achieving the desired result.”

a) Please explain why i lssuance of an order would have been-more time and

I’GSOUI'CG consumlng

b) Does the Commission: belleve that any changes ih its procedures for i |ssumg

orders may\be needed in order to assure that such orders can be issued rapldly-_

~ to.respond {0 emergency sntuatlons'?

¢) Froma legal and enforcement standpoint, what is the dlfference between a
Threat Adwsory and an Order? In your response, please address the
- consequences of noncompllance by a licensee. Can licensees be finedor
- -otherwise penahzed if they fail to implement the heightened security measures
“asked forin’ ‘an adwsonﬂ If not, wouldn’t issuance of an order be more

’ appropnate |n order to sngnal to Ilcensees that full compllance is expected’?

On September 28 2001 you sent a memo {o the NRC’s Executive Dlrector for '
Operations dlrectlng the NRC staff to undertake a comprehensive reassessment of

“the Commission’s security requiremenits. Pleasé report on what specific actlons -
“have-been: proposed or- undertaken in response to that request. ‘

In your October16th Ietter you indicated that “all relevant licensees” have- - .
implemented.a helghtened security posture and that “all relevant licensees” remain

‘atan elevated securrty posture. - Please inform me what the Commission means by

“relevant licensees.” Does this term include all. production and utilization facilities,

‘including research reactors and decommissioned reactors and all materials -

licensees, or are some excluded? If so, please explain the rationale underlymg the

‘Commlssmn s decnsnon to mclude certain licensees, but not others. -

In your. October 16, 2001 {etter, you indicated that “The NRC has.routinely monltored

the threat environment since the creation of the design basis threat (DBT)
statéments in'the late 1970s.” How i many.times has the DBT been changed since
the first DBT nule was enacted? What specific changes were made in the DBT on

~ each of these occasions, and how did these changes differ in the final rule from

those ongmally put: forward in the proposed rule'?

L S TR R
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6)

..7)

} have received your November 13 2001 letter regardmg the temporary shutdown of :
the NRC website, and appreciate your updating me regarding the current status of
efforts to-review materials that-had been posted on the site, as well as'your °
consideration:iof the concems-raised in that letter. As | indicated in my letter of

- October 15"' 1 wouldlike a list:of all materials removed from the web site since

September 11, 2001 and an explanation of the basis for the removal of such-
‘materials. Please provide such as list as soon-as the NRC staff completes its review
of the Web Site.

On. Séptember 12 2001, in a:document entitled “NRC Staff Responsesto .
Contentions Submitted by Donald Moniak et al™in NRC docket number 070-03909
the Duke Cogema Stone & Webster MOX Fuel Fabrication Facility Construction - -
Authorization Request, NRC stated that "GANE [petitioners] provides no support for

_ its general assertion that ‘malevolent acts must be analyzed as a foreseeable

environmental impactunder NEPA . . . and GANE does not establish that terrorist
acts (involving the proposed MOX Facmty or related materials) fall within the realm’
of ‘reasonably foreseeable’ events.” Does the NRC intend to amend this ﬁllng, in-
-llght of the events of September 11?.if not, why not?

‘Questnons on Background Checks Requ|red by Employees of Nuclear Fac|l|t|es

. 1)

Your October 16 letter stated' that the background checks reqwred for personnel at-
fuclear facilities is limited to a:check of criminal history, psychological history, -
tralnlngleducatlon and other behavioral observations. However, you apparently do

_not.require that the background of the individual be checked to-ensure that he or she

is not-a-member-of a domestic.or foreign group that seeks to do harm'to the U.S: Do -

- you plan to require this sort of: security background check of all current and future’ »
. employees, in light of the events of September 117 If not, why not, given the

possibility that Al-Queda or other groups could seek to place one of their U. S-based

‘members at.a job- msnde a nuclear reactor o assst as an insider in a future terrorlst .

. attack on the fac:llty’?

—

3)

-Your letter also |nd|cates that smce September 11™ the FBI has provnded the NRC -

with frequently updated lists of individuals - who may have ties or information related
to terrorist activities and that, to date, all potentlal matches had-been resolved
through-the FBI. Were there any positive matches? How many and atwhat
plants? What action was taken'? o :

Your letter also indicated that employees at nuclear power: plants do not have to be
permanent residents or citizens of the United States.” How many of those currently
employed-at the plants are forelgn nationals? What countries are they from? How
does the NRC assure that such individuals are properly screened to asstire that they

_do not pose a risk to the secunty of the faCIIItleS due to any assocratlons with any

terrorist organizations?
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‘Questions on .-the Ade'quacybf Security Forces at Nuclear Facilities

1)--It has been suggested to me that over the last decade, some-NRC licensees have -
significantly reduced their expenditures on security, as well as the number of
security personnel at their facilities, resulting in.a weakening of security at these
-facilities. Please provide me with a'table listing the total annual security -~ . © -
-.expenditures for.each commercial nuclear power plant regulated by the Commission
.-for each of the last 10 years, and the:total number of armed security employees
- . employed at such facility during each of the last ten years with responsibilities to
".respond to attacks. :In this table, alse provide a column indicating the percentage .
- increase or-decrease in security expénditures and numbers of security-personnel at
~ * each facility during this ten-year period.. = ' ' S -
2) Is there any variation in the:numbers:of armed security employees deployed at each -
~plant during periods of “heightened alert,” such as those that have followed the: .
- eventsof September 11th? If not, why riot, since presumably a period of heightened * .

- alert would necessitate an.increased:-number of armed responders?

_3)-=.5.boés the Commission 'belie-ve the ﬁtimbefs of persons ='emb|oyed bY-Iicénsées to

- = protect:ithe plants is adequate in light of the number- of terrorists involved in the

- - September 11™Mattacks, and:-the potential for similar numbers of terrorists tobe .

~+involved in a-future attack against a'nuclear power plant?

4)3:-.Which ,plant-or;plénts icuneﬁﬂy-depléys the most armed -responders‘? Which.plant or -

. 7 plants currently deploys the:fewest armed responders? What:security rationale . :-
o justiﬁesr-the‘sezdifferenqes;~‘|f:any? : o S

xQuestionS'aon*Forcé-oﬁ-:Force Operationél .Saféguards =Res_p6nse Evaluaﬁons at
-Nucha‘rFacilities o hE . T

‘As you know, the Operational Safegu.ards Réadine'ss Evaluation (OSRE) program

began testing nuclear plant security in-1991. with force-on-force exercises. Since that -
time, the NRC has conducted OSREs at approximately eight plant sites annually. In

up resources to evaluate the pilot of the industry's Safeguards Performance .
‘Assessment (SPA) program. The OSREs provided the NRC with invaluable insights into

- actual seciirity performance, identifying vulnerahilities and protective strategy faults that

could not be otherwise :idéntiﬁ_ed. More importantly; OSREs identified problems that -
might not otherwise have been identified and corrected. However, during a public
meeting-at the NRC on October 10, 2001, NRC employee Alan Madison stated that

. the next OSRE had been cancelled and future OSREs deferred.

02, the NRC reduced the number of OSREs scheduled down to six, reportedly to free . '



.- designed SPA pilot program been:approved by the NRC? if not, when will such - .

B)
- for concepts that may be incorporated into'the revision of 10 CFR §73.55. NRC's -

' The Honorable Richard A. Meserve

November 15, 2001
Page 5 -

..1)

2).

Why did NRC choose to cancel the next OSRE and defer future OSREs? Don't you
believe that the events of September 11th.demonstrate the need for ADDITIONAL
strengthened OSREs? Doesn't the cancellation of the OSREs mean that security
problems are no longer being identified and fixed, leading to an overall reduct|on in
secunty at nuclear facrlltles’?

On September 11, 2001 the NRC placed nuclear facilities on thelr hlghest level of
security preparedness. Have any:of the dozens of OSREs conducted since 1991

“been conducted with the nuclear plant at the highest level of security preparedness'?

- If not, how can the NRC be assured that security performance at this level is better
: than at Iower levels of prepardness’? A

Has the Nuclear Energy Institute’ s (NEI) gurdance for the proposed mdustry-

approval be forthcoming? Wil there be stifficient time for NRC staff, inspectors and -

~_ contractors to familiarize themselves with the final guidance before the pllot program*—

- commences so that they can assess'the program effectively?

4y

Under the SPA program - will NRC evaluate the performance of pilot plants during -
the evaluated exercise.and require immediate correction of any identified security

- wulnerabilities; or will it confine itself to evaluating only how the exercise is :
conducted and evaluated by the licensee?.-How will the public have confi dence that

- adequate securrty wrll be mamtalned at these plants during the pilot?

5):

Under the proposed Temporary Instructlon for NRC observation of the SPA pllot
program, NRC will not be able to participate actively in tabletop drills and will notbe

- able to:choose scenarios for force—on-force testing, which is a departure from the

- current practice under OSRE. ‘Under these restrictions, how will NRC be ableto--.

7)

independently assess whether the licensees' évaluated exercises are sufficiently
challenging and are aimed at potential weaknesses in protectlve strategles rather

than known strengths?

The NRC has stated that it envisions the SPA pilot program will serve as a test bed

proposed revision includes an expansion of performance testing to incorporate plant -
operatlng modes other than full power, as well as targets such as spent fuel-storage
areas. How will NRC- ensure that these concepts are tested in the SPA pilot?

1 understand the NRC's position to be that the OSRE program will continue until a

new rulemaking is in place that establishes-a requirement for. performanice tests. -
Such:a rulemaking is likely to take several years. Is it your intention to support the
OSRE program atthe current rate - 6 per year — until a new rule is in place?
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8) In your October 16, 2001 letter you stated that the NRC has not made a decision to

_terminate the OSRE program yet, but instead planned on evaluating the resuits of
the mdustry-sponsored SPA program, in which the industry would test its own

. - security measures, before deciding how to proceed.. Why should the Congress or
- the public have any confidence that industry-designed, supervised, and evaluated

: tests of its own security systems are-adequate? In the aftermath of the September
11™ attacks, don’t you agree that tests of a licensee’s security forces should be a

- federal functron ratherthan a functlon delegated to the Ilcensees themselves? If not,' o

: why not'? : :

9)-1 understand that as wrltten the SPA does not: perrnlt NRC “observers” to:-
- independently-assess potential security weaknesses, as in the OSRE. The OSRE
permits/requires NRC inspectors to tour the plant, question insiders at great length, .
“-conduct analytic tabletop drills. ‘In contrast, the SPA, as designed and written by the -
- nuclearindustry, appears to provide a carefully choreographed and rehearsed - - - -
. demonstration of what the particular plant would want to demonstrate. '
a) Don't.you think that there is an inherent conﬂlct-of-lnterest in askmg the nuclear
:* industry to test itself on power plant security?:
'b)- Rather than replace the OSRE program with-such a flawed program, wouldn’t |t .
- be preferable to step.up the number.of OSRE:tests, so that they occurred at least
every 2-3 years: mstead of once every 8 years? If not, why not? . s

10) In the past, the Commission has prowded lnformatlon tome |nd|cat|ng that the -
- nuclear industry’s track-record in OSRESs has not:been satisfactory. 1Is it not true -
. that the NRC has found potential vulnerabilities in OSRE tests of licensees that
* could {ead {0 core damage ora radloactlve release, in 40-50% of all OSREs in
g recent years? %

1 1) What: cntena does the NRC useto determme whether a Ilcensee s armed- -
responders have passed or failed an OSRE test?’ If a licensee whose armed -

. responders have, in an OSRE test, proven unable to protect the plant againstanact - -

- of sabotage resulting in-a core meltdown or-radiological release is this a failure, oris -
it possrble to pass despite this result? . ,

12) Please provrde a summary of the results of each OSRE test conducted since the
- inception of this. pregram. This summary should:include the following infermation:
- Plant tested; security company contracted by the plant at the time of the test, date of -
. test, summary of resuilts of tests (mcludmg, but not limited to identification of any
- .security weaknesses identified in the test and the root-causes of such weaknesses)
and actions taken (|f any) by the licensee in response to weakness identified in the
test. ' :
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‘ Questlons on Securlty Measures Taken at Nuclear Facrhtres in Other Countnes

1) Several press reports have: stated that French and Canad|an authorltles have
decided toplace: -anti-aircraft weaponry at some or all of their nuclear facilities. What
does the NRC recomrmend regarding taking the same ‘measures in the U.S.? Does.
the NRC feel that the actions taken by France and Canada are unnecessary? Why
is it that National Guard units-are currently deployed at.some plants and not at -
others? Shouldn’t there be a uniform natlonal pohcy on this matter — particularly:in

. periods of. helghtened alert? : : .

. 2) Inyour October 16, 2001 letter to me, you stated that “The Commission believes that
the baseline:security level at U.S. commercial-nuclear-reactors is very high-
-compared with most other nations” and that “We are aware of no other regulator who -
- gystematically carries out security inspections: involving force-on-force exercises.” :
Has the Comniission considered expanding its intemational programs with foreign
“nuclear regulatory authorities to include programs to enhance security at foreign
nuclear facilities,: particularly in light of the recent warriing by the International Atomic - -
: Energy Agency (IAEA) regarding the heightened threat to nuclear facrlltles :
._worldW|de'? Jf not why not. if so, what are you planmng’?

- 3) |n your October 16 2001 letter to me, you state that the Swrss nuclear authontles

- - "have required that “nuclear power stations: shall be protected against the .
e 'consequences of an airplane crash” and that these guidelines are intended to insure -
© thatin the event of-an airplane crash, “the radratnon exposure of the publlc shall not

exceed the limits'specified.” .

- a) Whatdesrgn features have been requrred asa result of these gundellnes'?

b) Is the.Commission aware of any other nations that have similar requirements? .
Please.compare the Swiss, and ‘any similar requirements in other nations, to the
Commission’s requirements for domestic licensees with respect to the protectlon
of nuclear power plants against airline crashes? :

Thank you for your assistance and cooperatron in respondmg to th|s request
Should you‘have any questions about this inquiry, please have your staff contact Mr.
Jeffrey S. Duncan-or Dr Michal Freedhoff of my staff at 202-225-2836

Smcerely,

€ W‘

Edward J. Markey
Member of Congress
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The Honorable Richard A. Meserve
Chairman : '
Nuclear Regulatory Commissio
-Washington, D.C. 20555-
Dear Mr. Chairman: S o : -7
| am writing fo request your assistance in answering some questions regarding
the security of spent nuclear fuel and decommissioned nuclear-reactors againsta
~ terrorist attack. 1 am concerned that an attack:-on such a facility could lead < in-the -
worst case = to a devastating release of radioactive materials, causing-an increase in- - :
cancers to the surrounding population, leaving entire communities uninhabitable for - T
decades and costing millions.if not billions of dollars to remediate. Unfortunately, these*
facilities historically appear to have been held to lower security standards. than operating
reactors, leaving them even more vulnerable to attack. - ‘ L

‘While your October 16, 2001 letter fo ‘me appears to-indicate that the
Commission regards the consequences of an aircraft impact on spent nuclear fuel
casks as minimal, | have directed my staff to review publicly-available NRC and other

.~ documents on this subject. These publications appear to have concluded that a

" successful terrorist attack on spent nuclear fuel could have the same impact as a 10-
kiloton nuclear bomb, in terms of radioactive release. Moreover, | noted that the
.analysis included.in your October 16, 2001 of the consequences of fire due to-an aircraft -
impact on a spent fuel cask continues to be based on an assumption that an aircraft
would only contain 200 gallons of fuel, and ignores my September 21, 2001 request that
such an analysis consider the impact of a fire fed by more than 20,000 gallons of jet-
fuel, an amount that is typically carried by Boeing 757s or 767s. 1therefore require
further clarification of the facts relating to this matter, so that 1 can fully understand the
nature and adequacy of Commission and licensee actions in this area. ..

I am also concerned that the' NRC does not appear to have adequately prepared -
for terrorist attacks at spent nuclear fuel storage sites or decommissioned reactors. For
example, on June 4,2001, NRC document SECY-01-0100 entitled “Policy Issues
Related To Safeguards, Insurance, And Emergency Preparedness Regulations At
Decommissioning Nuclear Power Plants. Storing Fuel In Spent Fuel Pools” was _
published. ‘The stated purpose of this document was to “present the Commission-with
policy issues and options related to regulatory decision-making in the areas of '
insurance, emergency preparedness (EP), and safeguards for decommissioning nuclear

. power plants and to request Commission approval of staff recommendations.” .
However, while the NRC SECY document considers the possibility that radioactive
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materials could be released from these facilities. due to a zirconium fire and have
“significant offsite radiological consequences”, it explicitly chooses to ignore the - -
possibility that such a fire could be started-by a terrorist. The NRC SECY document did,
however, inexplicably conclude that ah earlier NRC decision to reduce certain ,
insurance, emergency preparedness and safeguards requirements at decommissioned
plants was acceptable, and recommends that offsite Emergency Preparedness be
incrementally reduced and eventually eliminated after a reactor permanently shuts
down. it seems fo me that such conclusions need to be revised in the aftermath of the

- .events-of September 11", o ' '

Another issue of concern is a proposal to create a spent nuclear fuel ‘storage
facility at Skull Valley, Utah. 1understand that under this proposal the entire current
‘United States inventory of commercial spent nuclear fuel, 40,000 metric tons; potentially
will be concentrated in one location in dry storage casks that will be easily visible from
the air arid from a nearby road. The facility.will also be located extremely close to. -
-military installations and commercial jetways. The State of Utah, which opposes the

-proposal, contends that the proposed. operator of the facility, Private Fuel Storage LLC - -

{PFS), failed to assess the impacts from suicide mission terrorism and sabotage that -

could -occur at the facility (or in related activities) in its September, 2000-Safety Analysis-
Report (SAR), Environmental-Report (ER), September 2000 Safety Evaluation Report ..

- (SER), and the NRC's draft Erivironmental Impact Statement (DEIS).

. Given '-the‘éeridué risk to ..public health, saféty and the environment that would be
sposed-by a successful terrorist attack on a spent nuclear fuel storage cask or facility,

*and given that your October 16 response.was incomplete in its discussion and analysis . -

' "of these matters, | request your prompt assistance-in responding to the following
~ questions: S ‘ - : '

. .‘Questions on the Security.of 'S.peanuel‘ .Césks :’Relatéd--‘to the October 16, 2001

~ ‘Response of the NRC

1) In your October 16 response, you stated that “the capacity of spent fuel dry storage
casks to withstand a fire for extended time, such as 24 hours, has not been
.~ "'analyzed, given the very low probability that firefighting personnel would be unable.
" to respond within 24 hours.” Firefighters responded in far less than 24 hours to the
fires that resulted at the Pentagon and World Trade Center, but they took far longer
to extinguish these fires because of the amount of jet fuel and other debris involved.

If such a fire, fed by more than 20,000 gallons of jet-fuel, also involved the dispersal .

of highly radioactive materials;.this could-hinder firefighters’ ability to immediately
contain the fire. In fact, it took almost 200 firefighters 4.5 hours to extinguish the
more than 30 fires started after the Chemnobyl reactor exploded, except for the
‘graphite core fire, which took more than 9 days to extinguish — after most of the
. radioactive materials had been released into the environment. [Given the risks
involved and the record at the World Trade Center [and Chernobyl], don’t you think
you should perform a worst-case analysis involving a long-duration fire at aspent -
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fuel storage cask facility, rather than'just assuming that such a fire could never
~ occur? if not, why not? : o '

2) Your October 16 response restates earlier NRC claims that a worst-case analysis of
. aircraft impact indicates that the jet-fuel would burn off in a. matter of minutes. You

conclude that therefore, “a spent fuel storage cask would not be expected to be
appreciably affected by a fire.” However, as 1 pointed out in my September 21 letter, -
this analysis was based on an assumption that there would only be 200 gallons of
fuel involved, not more than 20,000 gallons as is typically contained in a 757 or 767
Please clarify your response. Exactly-how much fuel did your worst-case analysis
assume-wouldbe present in a fire? 1f the amount is not typical of the amount carried .

~ by a fully-fueled large commercial aircraft, please redo your worst-case analysis and . -

provide it to me, indicating as:well whether the results will necessitate additional -:
security measures at spent fuel storage facilities.

3) In your-October:16 response,-you stated that “Even if a spent fuel cask were -
impacted and penetrated by a commercial aircraft, the resultant effects could never. -

* be equivalent to a Chernobyl-style accident because the amount of radioactive - L
- *material: contained within the cask is orders of magnitude less than in an-operating.- - -

-reactor;.and:the.-mechanisms:for dispersal are fewer than were present-during-the. ... - :

-~Chernobyl'accident.” However,.a November 2, 2001 report in the New York Times

~cites a ‘September 2000 NRC report, that “suggests that breaching a cask used to
store 'spent fuel would create a lethal radiation dose in an area many times larger

© than that.caused by a. 10- kiloton riuclear weapon.” The New York Times report also. -

- - states-that "other experts note that the spent fuel pools can contain 20 to 30 times as -

- much radioactive material as the reactor core does.... A dratt study by the National
‘Council on Radiation Protection and Measurements discussed the risk of shipping .

. spent fuel and ‘calculated that breaching.a cask could produce a lethal radiation dose
in an area of 2,700 square kilometers. in comparison the study said a 10-kiloton
nuclear blast would produce those doses in 47 square kilometers.” -

a) Please explain the apparent discrepancy between your October 16, 2001
statement regarding the consequences of an aircraft impact on a spent fuel cask:
with those reportedly made in the September 2000 NRC report and the draft
NCRP report. Please additionally provide a copy of the September 2000 NRC

. report. S g ' - : _

b) Is the statement that a spent fuel pool can contain 20 to 30 times as much ]
radioactive material as an operating reactor true? Please providea list of each - ‘
operating reactor and each spent nuclear fuel pool, indicatirig for each how much . -
radioactive material is contained within. Should this information be nonpublic,
please advise your staff to'make appropriate arrangements with my staff for

-transmittal and safekeeping of these documents. -

c) Is the statement reportedly contained within the September 2000 NRC report that
“suggests that breaching a cask used to store spent fuel would create a lethal
radiation dose in.an area many times larger than that caused by a 10- kiloton
nuclear weapon” true? If so, how-is this consistent with your statement in your
October 16 response that the only consequence of such an event that you-could
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not exclude ls “locallzed lmpacts'?” Would you con31der a radlatlon release
equrvalent to'that of a10-kiloton nuclear bomb to be a “localized” event?

- _Questlons Related to Emergency Preparedness Regulations At Decommlsslonmg.
Nuclear Power Plants Storing Fuel In Spent Fuel Pools

. 1) Prior to September 11 2001 were all -spent fuel.and dry cask storage areas
. protected by: a) permanent or temporary personal and vehicle barriers, and, b)
. armed guards? Are such areas currently so-protected? If not, aren’t they vulnerable
to elther attack by terronsts on foot or by truck bombs‘? . :

2) Can elther hand-placed or. truck- dellvered explosrves penetrate either a pool or
. cask?. What could happen if explosnves or heat-producing material were. placed next.
o (o the fuel in an emptied pool orin a. breached dry cask'?

 On June 4, 2001 NRC document SECY-01-01 00 entitled “Policy Issues Related To
_Safeguards insurance, And Emergency Preparedness Regulations At - - .
Decommissioning Nuclear Power-Plants Storing Fuel In Spent Fuel Pools” was

. published. The stated purpose of the SECY document-was to “present the Commrssmn o

_-with pohcy issues and-options related to regulatory decision-making in the areas of -

. insurance, emergency preparedness (EP), and safeguards for decommissioning.nuclear ; .

* power plants and to request Commlssron approval of. staff recommendatlons

: 3) The SECY document states that rewsnons to the regulatory requrrements for
decommissioning huciear power plants were initiated in the early 1990s because
-existing regulations. “present a significant-burden fo decommlssromng Ilcensees

- without apparent commensurate safety benefits.” -

-a) Were the safety benefits of protecting decommissioning nuclear power plants
- from acts of- radlologlcal sabotage or theft explrcntly cconsidered when the decision-

was made to revise these regulations beginning in the early 1990s? Please
provide copiesof any analyses done on.the impact of changing these: regulations -
on the ability fo'protect decommrssnonlng facilities against terrorist attacks.
'b) Were force-on-force exercises or other safety and security evaluations conducted-
- . at decommissioned facilities to verify that revising the regulations would-pose no
degradation in safety, compared to the old rules? If not, then on what basis was it
-determined that the pre-existing requrrements did not provide commensurate -
- safety benef ts?

4) The SECY document states that “the only postulated scenario at a decommssnonmg
_.plant that could result in-a significant offsite radlologlcal release is a beyond-design-
basis event commonly referred to as a zirconium fire.” Why were terrorist attacks at
a decommissioning plant not “postulated scenarios?” Will the Commission revise its
analysis of the scenarios in which a‘significant offsite radiological release could
.occ;rr ata decommlsslonlng planti in llght of the events of September 117 if not, why -
not? '
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5)

‘The document refers to: a previous NRC publication, NUREG-1738,.in which NRC
staff “concluded that the risk from a spent fuel.pool (SFP) zirconium fire at
decommissioning plants.is very low and well below the Commission’s safety goals

_for operating reactors.” The document describes the manner in which such.a fire

would take place as beginning with “a substantial loss of water from the spent fuel

. pool (SFP), uncovering the spent fuel. Uncovenng the spent fuel could result in a
~heatup to the point where the fuel’s zirconium cladding might begin to oxidize in.a
-rapid, exothermic, self-sustaining reaction: The plume from such a zirconium fire

could have significant offsite radiological consequences.”

. a) Couldnta terronst start such a fire by draining the water from the spent fuel pool. .

and then causing an explosion nearby? Why wasn't that considered?
b) Will the NRC revise its estimation of the likelihood of such afire in llght of the
- - events of September 11?2 If not, why | not?

The document states that “the study concluded that the pOSSIblllty of a zirconium- fire

- cannot be dismissed even many years after final reactor shutdown.”

a) Do you. agree that this conclusion means that security at decommrssroned plants
must remain-high-at least until aII the spent fuel removed from the site? If not
why not?

"~b) What steps has. the NRC taken at decommssmned plants since September 11 to -

7

" ensure that:a terrorist attack on-the spent fuel pool does not resuit in a fire and/or . . .

large release of Tadioactive’ matenals? If no such steps have been taken, please
justlfy ' : :

A prevnous NRC mllng (SECY-93-1 27 "Fmancral Protection Requrred of Llcensees
- of Large Nuclear Power Plants During' Decommiissioning,” July 13, 1993) reduced

_certain insurance, emergency preparednéss.and safeguards requirements at -
- decommissioned plants because the possibility of a zirconium fire resulting in a. large - . .
- release of radioactive materials had been ruled out. In light of the June, 2001 finding .-
“that such an-event cannot be ruled out, as well as in light of the highlighted risk that
~a terrorist could ‘causesuch an event, will the NRC reverse its 1993 decision to -

.reduce certain instrance, emergency preparedness and safeguards requrrements at

8)

9)

‘these: plants'? If not, why not?

The document found- that the risk of a zirconium fire was dominated by the |lke|lh00d
that-a major earthquake would occur. However, the likelihood of sabotage was not
even considered. Why would an analysis of any event that could result in a large -
release of radioactive material not even attempt to-consider sabotage? Will the NRC
redo this and other analyses of events that could result in a large release of

.radloactlve materials i in light.of the events of September 11?7 lf not, why not?

The document states that regulatory changes for insurance or offsite emergency
preparedness would be premised on the assumption that the level of safeguards’
maintained ata decommlssmmng plant would provide high assurahce that the

" likelihood of a zirconiumfire: due to sabotage is very low.” Was this assumption

‘based on the results of Operational Safeguards and Response Evaluation exercises

 at decommssroned plants to determme whether a terrorist would be able to succeed
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" in starting a zirconium fire? If so, please list the number of decommrssroned plants-
that have undergone such exercises; the name of the security company contracted
- o the licensee, the results of such exercises, as well as the number of -
. decommissioned plants at which potential vulnerabilities were identified. - If not, then
- on what possible basis was the assumption made'?

. 10)The SECY-document recommends that because of the severe consequences of a

~'zirconium fire, the Commission’s Safety Goal policy statement, which currently
. applies only to operating reactors, also apply to decommissioned plants until the
spent fuel is removed from the spent fuel pools. :Has this recommendation been -
: adopted‘? 1f not, why not, especrally in Irght of the events of September 11?

11)The report states that it would be drff' cult for the. Commrssron fo utrllze probabllrstrc
risk assessment techniques.to evaluate the risk of a sabotage event, stating that:
Intelligence Agencies do not use these- techmques either. Does this conclusion' .-
-mean that the NRC will just ignorethe risk:of a zrrcomum fire belng caused by -
sabotage entlrety, as the document suggests‘?

12)The document recommends that a safeguards protectron goal for decommrssmmng_‘
- - nuclear power-plants that “consists of a design criterion.of protecting against
. radiological sabotage by the design basis. threat and a performance standard of . .-
. .-preventing spent fuel sabotage.that could cause radiation exposure to an individual
-+ at the nearest controlled area boundary from exceeding the dose specified in 10
CFR 72.106 (5 rem at a minimum of 100 meters).” Has the Commission adopted
.-this recommendation? If so;. will it be overseen through the use of Operational
-Safeguards. Response Evaluation exercises, and if.not, how will you know the
-safeguards protection goal is being achreved'? lf the Commission has not: adopted
: :-thls recommendatlon why not?- b

13)The document recommends that “insurance requrrements be substantially reduced
+ shortly after a reactor permanently shuts down and enters into decommissioning.
' .. These licensees would not be required to participate in the secondary retrospective
rating pool and primary insurance coverage would be reduced to about $100 million.
In addition, onsite property damage insurance would not be required-60 days after
* permanent shutdown.” This recommendation was made on the assumptions that a
‘zirconium fire was not possible and that acts of sabotage would be prevented. Does
- NRC plan to reduce insurance at decommissioning plants now that it is clear that the.
possibility of azirconium fire cannot ever be ruled out, and in light of the events of :
: September 11?7 If so, please fully justify the decision. :

14)Has the NRC ever conducted an analysrs of how much a large scale release of
- radioactive materials due to a zirconium fire would cost, including the costs of
decontamination and addressrng health impacts of such an event on the surrounding
community? If so, what is the cost.of a worst-case scenario? If not, how can the
Commission make an informed decision as to how much insurance coverage a
decommrssroned plant should have?
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15)The document recommends that offsite Emergency Preparedness be incrementally

:reduced and -eventually eliminated after a reactor:permanently shuts down. Did this
-recommendation-take into consideration the risk of a terrorist attack on the facility?

- Since the risk exists that a terrorist could start a zirconium fire by merely draining-the
spent fuel coolant, why would emergency preparedness be reduced before all the
'spent fuel was removed from the site? ‘How does this recommendation make sense

in light of the other recommendation that the Commission’s Safety Goal policy
statement, which currently. applies only to operating redctors, also apply to
-decommissioned plants until the spent fuel is removed from the spent fuel pools? -

116)The document concludes that back-fit exemptions from NRC requirementson -
decommissioned plants previously granted under the assumption that a zirconium
- fire was not possible do-not “present an.undue risk to the public health and safety.”
.a) Does the NRC still agree with this statement? - -
b) How is such a conclusion possible, given the document’s conclusion that the nsk S
of such a fire cannot be dismissed-until the sperit fuel is- removed from the site,
- the failure of the analysrs to account-for the risk of zirconium fires due to
sabotage or terrorism, as well as the recommendation that the.Commission’s .
. Safety Goal. pollcy statement (which currently applies only to operating reactors)
-also apply to decommissioned. plants: unt|I the spent fuel is removed from. the
-~ .. spent-fuel pools? :
"~ *g) Will the NRErevoke its prevrously granted exemptlons in hght of the conclusron :
that the risk of a fire cannot be dismissed, as well as in light of the events of '
September 1 1'? If rot, why not? A

17)The document assumes that “because of the long spent fuel decay times at-currently
:decommissioning plants, a zirconium fire cannot occur for an extended period of -
time (at least 20 hours), if it could occur at-all, even under the worst-case adlabatlc
. heatup assumptions (no heat transfer of any kind from the fuel assemblles) This

-statement $eems to be premised on an accidental cause of the zirconium fire. -

-a) Would it take 20 hours for a zirconium fire to ‘occur if a terrorist simultaneously
drained:the coolant and set a fire or caused an explosron? If not, how long would
it take in-the worst case scenario? -

b) What s the shortest time a zirconium fire could occur ifa Iarge aurcraft full of fuel
crashed into the spent fuel storage facility?

-Questrons On The State Of Utah’s Petition Related To Security At The Proposed
Spent Nuclear Fuel Storage Facility. At Skuill Valley

As you know, the State of Utah is an mtervenor in a licensing: proceedlng before
the NRC for a spent nuclear fuel storage facility proposed for the Skull Valley Band of -
Goshute Indian Reservation.. The State opposes the siting of the facility in Utah.

- Following the events of Sept. 11th, the State prepared and filed a new "contention” or
concemn it has with the proposed facility related to the threat of terrorism as well as a
" Petition to Suspend the Proceedmg with the Commlssloners




Tne Honorable Richard A. Meserve |
" November 19, 2001 :
Page 8

. The State of Utah contends that the proposed. operator of the facility, Private Fuel
Storage LLC (PFS), failed to assess the impacts from suicide mission terrorism and .
- sabotage that could occur at the facility (or in related. activities) in its September, 2000
Safety Analysis Report (SAR), Environmental Report (ER), September 2000 Safety -
Evaluatlon Report (SER) and the NRC'’s draft Envnronmental Impact Statement (DEIS)

_Acoordlng to the petition, under the 'PFS :proposal, the entire current Umted :
States inventory-of commercial SNF, 40,000 meétric tons, potentially will be concentrated -
-in:one location in dry storage.casks. :Four thousand-HI-STORM 100 casks will be
stored out in the open on concrete pads over a 99-acre area. The casks are
. approximately twenty feet high and eleven feet iri diameter (DEIS at Table 2. 6), and the

- ‘mass accumulation of these casks would be easily visible from the air, from Skull Valley

* Road, andfrom.other unimproved-roads near the site. No other nuclear facility- currently :
-amasses thls -enormous volume of SNF above ground in- one location. ot

' 1) 10 CFR sectlon 72 94 requires thata Safety Analysns Report {SAR) must_ldentlfy
-and adequately address-design basis external man-induced-events such as suicide
..‘mission terrorism and sabotage “based on the current state of knowledge about

" :such events.” Given that the events of September 11 have forever altered-our state .

. of knowledge” about the nature of such threats, do you plan to require.PFS fo- -
“-amend its SAR to.address the risk of suncnde mlssmn terronsm and sabotage'? If not o

S -why not?

- 2) The State of Utah-also contends that PFS's Environmental Report (ER) and the -
' :NRC'’s Draft Environmental-impact Statement (DEIS) are too limited to comply with
" . :the National Environmental Policy Act and 10 CFR §§ 72.34, 51.45,51.61.and
-#51.71, because they do not adequately identify and evaluate any adverse -
~environmental effects which cannot be avoided from attacks by suicide mission
-terrorism or‘sabotage. The State of Utah fi Img states that “events of September 11th
- - *and their aftermath require a change in-scope of the-ER and DEIS to include an .-
'f’analysns “of Federal policy, including factors not related to environmental quality ...
" “[that] are relevant to the consideration of environmental effects of the proposed
action.” 10°CFR §51.71(d).” Do you plan to require. PFS to amend its ER in light of -
~"the-events of Septémber 1172 If not, why not? Do.you plan to amend the DEIS in
Ilght of the events ‘of September 11? If not, why not’?

' 3) According to the State of Utah, the location of the proposed PFS facility, in the
:middle of Skull Valley, is surrounded by critical military installations vital to national
security — installations such ds the Utah Test and Training: Range, Dugway Proving
-Ground, Deseret Chemical Depot, and the Tooele Army Depot — and only 12 to 15 -
miles away from commercial Jetways and presents an opportune target for suicide
" ‘mission terrorlsm The transporta’aon of spent nuclearfuel to the proposed facdrty
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and casks stored at the Intermodal: Transfer Facility (ITF, which.is located right
undemneath a commercial jetway) also present exposed terrorist targets. The facility
is about 45 miles from a large metropolitan area, 50 miles from-Salt Lake City

~ International Airport, and the ITF will be able to be seen from Interstate 80. What.
~ additional measures will NRC require PFS to take to ensure the safety of the spent
- nuclear fuel, as well as the safety of the surrounding sensitive facilities in the event

of an-accident or terrorist attack? If no additional measures wrll be requrred please
fully Justlfy your decision. : : .

.Accordlng to the SAR, PFS plans to store spent nuclear fuel in Holtec Intematlonal
HI-STORM 100 Casks. The HI-STORM is designed to withstand an‘impact of a -

1,800:kg (3,968 Ib) car moving at a speed of 126 mph (SAR, Rev 17 § 8-2.2.2). .

The-HI-STORM 100 cask consists.of 0.75 inch outside steel liner, 26.75 inches of

4,000 psi concrete, and a 2-inch thick inner steel liner for a total of 29.5 inches. The -

steel canisteris 0.5 inches thick: According to the petition, a U.S. Department of .

" . Energy report determined that a Boeing 757 traveling between 422 and 500 mrles

-per hour could penetrate between 28 to 33.6 inches of concrete and.between 1.47

: and-1:85 inches of steel. Clearly, a Boeing 757 commercial.airliner; which on
* September 11: was traveling at 480-mph or greater, would be able to-penetrate the - -

5)

6)

L HI-STORM casks and canisters. How will the NRC ensure that the storage casks are |

protected from an attack such as the one that occurred on September 11?

Accordmg to the SAR PFS plans to transport spent nuclear fuel in a Holtec o
International HI-STAR 100 shipping cask. The HI-STAR 100 is _required to withstand
a 30 mph drop onto an unyielding surface (10 C.F.R. § 71(c)(1)), not to withstand a . -

' 255,000:pound Boeing 757 traveling 500 ‘miles per hour. How will the NRC ensure

that the shipping casks are protected from an attack such as the one that occurred
on September 112. : .

Accordmg to the SAR the Canlster Transfer Buﬂdmg (CTB) where the transfer of

-PFS.canisters from shipping casks to storage casks will occur, has two foot thick -

walls and an eight.inch thick roof and is designed to withstand a 3,990 pound.car-.

‘moving at 91:mph.. In addition, according to the ER, PFS’s proposed intermodal

Transfer Facility (ITF), located 1.8 miles west of Rowley Junction, will consist of a
pre-engineered metal shell-to provide weather protection, but no additional
protection against terrorist attacks. What measures will NRC require PFS to take fo
ensure that the CTB and ITF are better able to protect against terrorist attacks such
as those of September 11? If no additional measures will be required, please fully

--explain the NRC decrsron

7

According to the SAR HI-STORM casks.are required to withstand a 1,475 °F for 15
minutes, while HI-STAR shipping casks are. required to withstand a fire of 1,475 °F
for 30 minutes. Accordmg toa 1976 Sandla Natlonal Laboratories study, jet fuel
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- burns at an average temperature of 1 850 °F, and the fires that resulted. at the World
.. Trade Centér and Pentagon burned for hours. What actions will NRC'take to ensure
> that storage and shipping casks for spent nuclear fuel can withstand hotter fires of _
o longer duration than 15 minutes? If no actrons are planned please fully explam why - -
. not. : : _

8) The »CTB,-w'here the transfer of PFS canisters from shipping casks to storage casks
will occur, is designed to withstand a 300 gallon dieésel fuel fire for 16 minutes.  What

.. actions will NRC take to ensure that this facility can withstand a fire lnvolvmg more

"+ than 20,000 gallons of fuel (the amount typically held in large alrcraft)? lf no actions

iare planned please fully explaln why not -

9) The State of Utah provided some expert caleculations related to the amourit of
7 radionuclides that would be released into the environment in the eventofa -
_» commercial.airline crash into the proposed spent fitel starage facility. These
- . calculations:showed that the consequences of such an event would ‘cause:the -
- release of radioactivity at levels far higher. than NRC limits for distances of tens of
.~ miles;;Has NRC verified these calculations? If so, what actions do you plan to take
-to ensure that such an event does not occur?. If not why not’? .

Thank you for your assrstance and cooperatlon in proVIdlng responses to these
: questlons $Should you have any questions about this inquiry, please have your staff
) contact Mr. Jeffrey S. Duncan or Dr. Michal 1. Freedhoff of my staff at 202-225-2836

" Sincerely,

~ Edward J.-Markey
- Member of Congress -
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November 27, 2001

The Honorable Richard A. Meserve
Chairman .

Nuclear Regulatory. Commission
Washington, D.C. 20555

"Dear Mr. Chairman:

1 am writing to request clarification regarding what actions have been taken over
the years by the Commission and its licensees to protect against the impact of a large
ccommercial aircraft on a nuclear reactor, and the consequences of such anevent if it
‘were to result in the shut-down of the éxternal electricity supply or secondary cooling

system of the reactor.

- izlmmgdiaté_ly following the events of September 11, spokespersons for both the
‘NuclearRegulatory Commission as-well as the nuclear industry made public statements

indicating that a large commercial aircraft would not be able to penetrate the - _
containment structure of a nuclear reactor. For example, on September 18, 2001, a.

- story in Dow Jones Newswire stated:

“U.S. Nuclear Regulatory Commission spokesman William Beecher stood
firmly behind the agency’s assurances, offered last week in the wake of

the attacks on the World Trade Center and the Pentagon, that the steel ‘
and cement containment structures ringing U.S. nuclear reactor cores

- would hold back a crashing airplane. “It is the considered opinion of the
NRC that these are very robust, and it is unlikely that a large airliner could
Penetrate the containment,” Beecher said.... “It is still the NRC'’s belief that
the containment can’t be penetrated,” he said.”

Then, just 3 days later, on September 21, 2001, the NRC issued a press release
that stated: L ' ' S

“However, the NRC did not specifically. contemplate attacks by aircraft
. such as Boeing 757s or 767s and nuclear power plants were not designed

1o withstand such crashes. Detailed engineering analyses of a large
airliner crash have not yet been performed.” :

_ The Commission made identical statements in your letter to me dated
October 16, 2001. Shortly afte_rl received your-etter, however, a 1982 study

PRINTED ON RECYCLED PAPER
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written for the NRC by Argonne National Laboratory was found in NRC’s public -
reading room by a public interest group. That report was in fact a detailed
engineering analysis of a large airliner crash on a nuclear reactor, and it and
‘other press reports referenced numerous other similar NRC analyses.

While the NRC was modifying its public stance on the ability of nuclear
plants to withstand aircraft attacks, the nuclear industry has continued to
‘maintain that existing power plants are fully capable of withstanding a strike by a
large commercial aircraft. Spokespersons from the Nuclear Energy Institute.
have been-quoted in numerous news articles over the last several weeks as
claiming that the plants could withstand such an attack, and the NEI web site
contains the following statement: ' :

Nuclear plants are equipped for, and prepared to defend against, most
types of attacks. They are structurally fortified to withstand the impact of .

" natural forces like hurricanes and tomadoes and airborne objects up to a
very substantial force. ‘ ' :

Reactors at nuclear power plants are enclosed in containment buildings
made of steel and reinforced concréte up to four feet thick. Containments
- at nuclear power plants along the glide paths into airports are designed to
* _ withstand airliner accidents. - ‘ . :

- Inlight of these statements by the Commission and by the industry, I-have

- directed my staff{o carefully review the Argonne report. Based on this review, | am
‘concerned by what appear to be conflicting and possibly inaccurate statements by the
‘NRC and the nuclear industry regarding this matter.. o

It ap‘pears=thét the NRC and the nuclear industry have been downplaying the risk

- - of a terrorist attack on a nuclear reactor on the basis of containment structures that

- have not been engineered 1o withstand the impact of a large commercial aircraft. But it
also appears that the consequences of an aircraft (or fruck bomb, or other) attack on the
auxiliary facilities at a nuclear reactor could be a core meltdown and release of - ’
~ radioactivity into-the surrounding communities. In other words, an aircraft would-not
-even necessarily-have io penetrate the containment structure in orderto causea -
* catastrophic core meltdown. ' - '

‘For example, the Argonne report states that “a crash of an aircraft on a
switchyard would very likely-eliminate the plant's.offsite power.... Should massive
electrical failure leading to total loss of power be possible (with the diesel generators
failing or unable to deliver power because of short circuits or other equipment failures) it
would leave-the plant vulnerable to core melt.” it also states that if the secondary
cooling system as well as the external electrical power were attacked, the result would -
be a re-criticality of the core, even if the containment structure wasn't penetrated at all
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by the attack on or accident at the reactor The Argonne report concludes that in such
circumstances, “the core would most probably be headed for serious damage if not total
meltdown. Core meltdown, without the availability of electrical power, would probably
result in containment over-pressurization-and release of radioactive materials to the -
environment far in excess of 10.CFR 100 guidelines.” :

in light of the serious public health and safety issues raised by this situation, |
request -yourprompt assistance in answering the following questions.

Questrons about NRC and Industry Efforts to Assure the Abrlrty ofa Reactor to
Wlthstand the Impact « of alarge Arrplane

An October 7 article in the St. Louis Post-Drsgatch contained the following e)rce'rpt:

“The desrgn standards called for the plants to withstand the accrdental
crash of a 727, an early passenger jet. Beginning in the mid-1970s, many

- NRC éngineers:responsible for safety design at new plants fought to
strengthen the standards so plants would be protected from larger aircraft
that were-being flown at the time or on the design boards. The issue hit:
critical mass while the Seabrook plant in New Hampshire was being
licensed for construction in 1976 and the Three Mile Island Unit 2 plant
near Harrisburg was being rebuilt after its near meltdown in 1979. Both
plants are situated in the flight paths of major airports. Dozens of reports

- were prepared by NRC's engineers documenting that even Seabrook’s
double containment might not withstand the impact of a 747, let alone
newer, larger aircraft. Nuclear industry lobbyists opposed any plan to
increase the strength of the containment, and the agency ended its
internal debate.””

1) Isit true that begrnnrng in the mid-1970s, many NRC engineers responsrble
for safety design at riew plants fought to strengthen the standards so plants
would be protected from larger arrcraft that ‘were being flown at the time or on
the design boards?

2) If so, were such efforts opposed by the nuclear utilities mdustry?

3) Whyweren'tthe strengthened standards adopted'?

" 4) Please provide copies of all of the NRC- engmeenng reports, studres or
‘memoranda prepared during this period that raise questions or concerns
about the ability of nuclear power plants (including but not limited to
Seabrook’s double containment structures) to wrthstand the impact of a 747

" or alarger aircraft.

' 5)' Why did the NRC state first that reactors could wrthstand the impact of a large
aircraft, and then subsequently that no.such engineering analysis had ever
been performed, if numerous reports had.been: prepared by NRC staff or
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NRC contractors or consultants rndlcatmg that even the strongest

_ containment- system could not survive such an event'?

, o

In your October 16, 2001 letter to me you stated that “the NRC has not
routinely required all plants to-be désigned to withstand a particular arrcraft

- crash, but such considerations have entered into siting. evaluations.”

a) Which plants has the NRC requrred be. desrgned to W|thstand a particular aldlne
. crash?

'_ b) What types-of arrplane crashes are these plants designed to wrthstand’?

c) What types of design features, structures, systems, components, and shut down
features have been requrred for these plants?

d) In light of the September 11™ events, does the NRC view these design features,
~ stfuctures, systems, components, and shut down.features to be adequate to.
protect-such plants against a.hit by a large commercial aircraft?

) -Inlight.of the events of September 11", ‘has the NRC considered requiring cther

" licensees to undertake retrofits to lncorporate similar design features, structures :

systems, components and shiut down features?. If not, why not?

1Questrons on the June 1982 Argonne Natronal Laboratory Study entitled -

B “Evaluatlon of Arrcraft Crash Hazards Analyses forNuclear- Power Plants” '

1)

ln June 1982, Argonne Natronal Laboratory (ANL) publlshed a study prepared

. for: the NRC entitled: “Evaluation of Arrcraft Crash Hazards Analyses for Nuclear
- ‘Power Plants.” - . .

Why dld NRC state that “detailed eng'meenng analyses of a large airliner
crash have not yet been performed”.in its September 21, 2001 press release
given that this study was- prepared for the NRC and found in NRC’s reading

. room'?

2)

.3)

The report concludes that “Aircraft crashes may result in multiple farlure

initiating -events, and a propagating failure originating with a nonsafety system

malfunction. may be possrble Do you agree with this statement? lf not why
not? - . :

The report stated that an NRC Task Force based on the assumption that a -
plane crash at a nuclear reactor would be an accidental occurrence,
recommended that reactors should only be sited 5 miles or further from-

-airports. This Task Force published its recommendations in NUREG-

0625.Did the NRC adopt the task force’s recommendation? If not, why not?

Are any of the U.S. nuclear facilities Iocated less than 5 miles from an airport?

- If so, please list them.
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4) The Argonne report states that “A review of past nuclear power pIant siting. -
experience indicated that hazards arising from aircraft crashes were analyzed
in- at jeast 12 cases in the U.S.A.> e

a) Please provide copies of all such analyses
: b) -What actions, if any, resulted from the analyses performed at these plants.

- If no actions resulted, why not? -

¢) Why did NRC state that “detailed engineenng analyses of alarge alrllner
crash have not yet been-performed” in its September 21, 2001 press
‘release, and in your October 16, 2001 letter to me, given the fact that
these analyses apparently existed? -

d) Have any subsequent analyses been conducted of this matter? I so,

please provrde me with.copies of such analyses

5) Accordmg to. the report Germany requrres essentlally all nuclear oontalnment-
structures to withstand the crash of certain types of military.and commercial
aircraft, and the International Atomic Energy Agency has also recommended .
a systematic approach to the problem of aircraft hazards.

a) :Does the NRC require its Ilcensees to follow the IAEA system'? If not, why
. not? .
éb) Given that the NRC was aware that other natlons required. nuclear :
.. " containment structures to be able to withstand the crash of certain types of .
* -“military and .commercial aircraft as long as 20 years ago, why didn’t it
require U.S. nucle'ar facilities to ensure they had the same capabilities?

' 6) The report states that while the control rods-can be dropped quickly without -

electrical power to-halt a core meltdown, this will only succeed in bringing the-
. plant from full power down to hot standby conditions. Bringing the plant down
. 1o cold-shutdown conditions would require.the injection of boron which does .
require electrical power.
a) How long can a reactor stay in hot standby mode before it becomes a
problem, in the event that electrical power is shut down by a terrorist -
- attack or accident?
b) Please describe the consequences of a prolonged electncal power
shutdown on the reactor. Howlorig would |t take before a core meltdown
was |n|t|ated? . :

. T) The report states.that the condenser and condenser cooling water system
- parts. of the feedwater system and the steam lines, as well as the water
iintakes and ultimate heat sink(s) are not protected inside hardened
structures; they are thus vulnerable to direct impact. Moreover, though the
. residual heat removal system itself is fully contained in the hardened .
containment and auxiliary buildings, its lntermediate heat removal circuit and
ultimate heat sink.are not protected in: that way
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a) Whatwould happen if any of these auxrlrary structures were destroyed by

.. -anairplane crash, truck bomb, or other means of attack or accident?

'b) Will the NRC be requiring these auxiliary structures to be better protected
in the future in order to prevent releases of radioactive matenals'? If not, -
why not? '

- 8) Thereportstates ~that “A crash of an aircraft on-a switchyard would t/ery- likely
.- eliminate the plant’s offsite power.... Should massive electrical failure leading
1o total loss of power be possible (with the diesel generators failing or unable

to deliver power because of short circuits or other equipment failures) it would o

leave the plant vuinerable to core melt.”
a) Do you agree with these statements? If not, why not? .
b) How long would it take after an attack or accident caused a massive.
electrical farlure for a-core melt of the reactor to. occur’?

_ ~'9) The report states that addltlonal ways in whrch a nuclear power plant could”
‘be seriously affected, different from-a direct impact on a hardened structure:
would be by impact on systems affecting long-term heat removal capability. -
such as the turbine hall (severing the steam lines) and the water intakes. lt

K should be kept in mind that the combined effects of rmpact and f' ire due to a .

- a) Doyou agree with these statements? If not, why not? : :
b) Howlong would it take for a core melt of the reactor to-occur if the Iong- .
- termheat removal.capabilities were destroyed? What are you doing to _ -

“ensure that this will not occur?

10)Accord|ng to the report if the seoondary coolrng system ofthe plant and a -
. total electrical power failure were to simultaneously occur at a reactor, the -
result would be a re-cntrcallty of the core, even if the containment structure
‘wasn'’t penetrated at all by the attack on or accident at the reactor. It
concludes that in these circumstances, “the core would most probably be
headed for serious damage if not total meltdown. Core meltdown, without the
availability of electrical power; would probably result in containment over- - -
pressurization and release of radioactive matenals to the environment far in:
excess of 10 CFR 100 guidelines.” o
a) Do you agree with the report’s conclusron that it would be possible for
terrorists to cause a core melt at a nuclear reactor even without breaching
the containment? if riot, why not?

b) What steps are you taking to protect the electrical power supply and o
secondary cooling systems of the reactors especially in light of the events
of September 11?

-¢) Have these systems’ secunty been tested using Operational Safeguards
Response Evaluation exercises at any of the nation’s nuclear facilities? If
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so, what were the results’? If not then how do you know such systems are
not vulnerable to terrorist attack? :

11)The Argonne report con’cludes that “based on the review of past licensing
“experience, it appears that fire and explosion hazards have beén treated with
much less care than the direct aircraft impact and the resulting structural
response. Therefore, the claim that these fire/explosion effects do not
~ represent a threat to nuclear power plant facilities has not been clearly .
demonstrated.” Has the NRC analyzed the threat of fire/explosion effects
. -associated with-an aircraft impact since the Argonne report was published in
19827 If not, why not, and do you plan to do so-now, in hght of the events of
' September 11? : , .

Thank you for your assistance and eoopefatlon in fhls matter.: ShdUId ‘you have
. any questions about this request, please have your staff contact Mr. Jeffrey S.
. -Duncan ‘orDr. Mlchal |. Freedhoff of my staff at 202-225—2836

Sincerely,

Edward J 'Ma&y ]

Member of Congress
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Documents uhcovered in Kabul publrshed lntervrews with and statements
by Al Qaeda members, and other evidence all indicate that terrorists may be.-
actlvely seeking to acquire nuclear materials for a nuclear explosive device, or -
-:even a crude radiological explosive device. Today’s Washington Post reports -
.- that'Osama bin Laden and his Al Qaeda terrorist network may havée made «.- -
greater strides than previously thought toward obtaining plans or materials t6-.+ -
_make a crude radrologrcal weapon that would use conventional exploswes to.
. spread radioactivity over.a wide area. And last week, former CIA Drrector James '

“Woolsey co-authored an artrcle in the New York Tlmes that wamed

“A deeply drsturblng picture of terrorist mtent has. emerged in recent weeks L
as blueprints for building nuclear weapons havé been discovered in the
wreckage of abandoned Al Qaeda safe houses. These blueprints and.

other documents; while largely available in the public domain, sharpen the .
need for a vigorous American policy to deal with unsecured nuclear, _
chemical-and biological materials. Even if terrorist manufacture Qf nuclear !

bombs is unlikely, substantial:dangers remain of terrorists usmg
radioactive material in low-tech "dirty" bombs. .

“The main nuclear security problem posed by Al Qaeda today IS access to
radioactive materials in Pakistan. However, for a decade we have focused
on the former Soviet Union. Since the ‘end of the cold war, - approximately.
175 incidents of smuggling or attempted theft of nuclear materials there
have been thwarted. But the threat remains, as the Russian Defense’
Mmrstry Teported on- Nov 6, when the last attempt at theft was made

: While former Dlrector Woolsey’s article focused on the threat to nuclear
- materials abroad, in light of the threat that all such efforts jpose to our national

. secunty I would like to once again direct the Commission’s attention.to an

ongoing breach in the secunty and safeguarding of nuclear matenals here at.

home.

. PRINTED ON RECYCLED PAPER
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As you wrll recall, on December 20 2000 1 wrote you regardlng an Event
Reportffiled with the Commission {Daily Event Report #37596, December-15,

. 2000) which indicated that two radioactive spent fuel rods were missing from the -
Millstone Nuclear Power Station Unit 1. The report suggested that they may
‘have b%en lost since approximately 1980 and that their loss was discovered’ only*:
during the course of document reviews undertaken in connectron with the
decommlssromng of Unrt 1.

ln your February 1, 2001 response to my mqurry, you requested that I

recognize that we are early in our | review of this event and are still pursuing -
clarification of a number of issues.” Youralso indicated that “the licensee is \
_ ‘conductrng its investigation and we will continue to monitor-its actrons You also :.
stated in your letter that : :

! [L]et me emphasrze that.l share your concems regardrng thrs
-_"i_;lssue Because of the potential health and safety lmpllcatlons the NRC B
- views the control of spent nuclear- fuel to.be of great 1mportance Atthis =
_-point, itis highly likely. that the wo missing fuel rods are either still located -
;__inthe Millstone 1 spent fuiel pool or are buried at-a licensed radioactive : -
7+ waste disposal site, ‘thereby posing little of no threat to public health' and
- “‘safety.- Howeéver, the NRC will closely monitor and evaluate the llcensee Cl
"response to this event to assess:actions to be takén'to | preclude future -
.-, similar-events. . If the missing fuel rods are buried at a low-level waste
A _.jf‘dlsposal site,-we W|ll assess what correctrve actrons may be requrred >

; 1tis my understandlng that the licensee has now completed its L ‘
mvestrgatron into this matter, and submitted a copy of its report to the -~ &
*Commission in September (see “Millstone Unit1: Fuel Rod Accountability ©
_ _"~Pr01ect Final Report” or “FRAP Report’). Inthe FRAP Report, the consultants ¢
"+ hired by Northeast Utilities reported that “the - investigation did not yield clear and
convincing evidence of the precise location of the two fuel rods.” The: FRAP :
N Report further concluded that

"Specrl” cally, the mvestlgatlon has detennmed that the rods are: (a) inan ‘
- undetermined loéation in the Unit 1 spent fuel pool; (b) at GE's Vallecitos
" [CA} nuclear fuel facility; or (c)-at one orboth of the low-level- radioactive
. waste ("LLRW”) disposal facilities in Bamwell, South' Carolina (“Bamwell”)
or the Hanford Reservatron in Richland, Washington (“Hanford”) "

_ - ln other words, the contractor spent $9 million and concluded that it
cannot find the two missing fuel rods. | understand that subsequent to the :
- $ubrhission of the FRAP report, NRC: dlspatched investigative staff to Millstone to
' -contmue its review.of this matter. 1would like to know what specific actions are -
-going‘to be taken by the Commrssron asa result of the information provrded by




The ‘Honorable-fRichard A. Meserve
December4, 2001
‘Page 3 ' ‘

'~ thelicensee and the investiga’tién's:fjf its staff: While it may well turn out that the -
spent fuel rods were not stolen or diverted, in light of the recent press reports

. about ferrorist efforts to’‘obtain nuclear materials it seems prudent to take every

- reasonable effort to account for the whereabouts-of the Tods. : ;

: In addition, 1 recently have been made aware of a report by the

" Department-of Energy’s Inspector General, which raises broader questions about
~ the nature and adequacy-of controls on nuclear materials by NRC licensees.

The findings.raised in this report would seem to suggest that the problems :
- identified as a result of the Millstone incident may not be:an isolated incident, but-
evidence of‘a more generic breakdown in nuclear materials accounting and
controls. . : : : 3 o '

_In order to more fully understand the Commission’s response to the
‘Millstone case, and the overall nature and adequacy of current NRC policies and-
procedures With respect to the:protection of nuclear materials from theft or '
~diversion, 1 request your assistance and cooperation in providing responses to . ::
‘the following questions: .~ - .+ - -~ - . -0 7 *
 ‘Questions Regarding the Disappearance of Two Spent Fuel Rods from the -

.. Millstone Unit 1 Spent Fuel Pool (SFP) -~ - = -- ;

1) {Your February:1, 2001 letter'stated that in accordance with 10 CFR 70:51 (©),:
-~ “aipower reactor licensee is required to establish, maintain and follow written -
- material control-and accounting procedures that are sufficient to enable the -
licensee'to account for the special nuclear material (SNM) in its possession.”
In light of the fact that Northeast Utilities :apparently has been unable to.:
-account for the: whereabouts.of these two missing fuel rods for more than 20...
years, and only-uncovered the loss of these fuel rods:during document review
carried out in connection with the decommiissioning of Unit 1, do you believe -
that'the licensee has complied with this requirement?: Why orwhy not?

. 2) YourFebruary 1, 2001 letter also states that “in accordance with 10 CFR

' 70.51(d), a power reactor licensee is required to conduct a physical inventory

~ofiall SNM in its possession at intervals not to-exceed 12 months.” Given the _
fact that the two fuel rods apparently were not identified as missing in any
physical inventory conducted by Northeast Utilities for over 20 years and were
not.identified as missing until-document reviews conducted in connection with:
the decommissioning of Millstone Unit 1 in.2000, do you believe that
Northeast Utilities ‘has complied with this requirement? Why or why not?

~ 3) ‘Your letter states that “in accordance with 10 CFR 70.54(a) aind 74.1 5(a), the
+ Tlicensee - must submit a Nuclear Material Transaction Report to the Nuclear

“Material Managemerit and Safeguards System (NMMSS), operated for both

NRC and the Department of Energy, every time its facility transfers (or
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recerves) SNM.” Gwen the fact that the FRAP report’s review suggests that
‘the fuel rods may have been transferred to facilities in California, Washington,
or South Carolina, do you believe that the Northeast Utilities’ reporting of ,
transfers of SNM have been compliant with this regulatron'7 Why or why not?

4) Your letter also statés that in accordance with 10 CFR 70. 53(a)(1) and
' 74.13(a)(1), “at least twice a year, the licensee must submit material balance
-reports concerning SNM received, produced, possessed, transferred,
consuméd, disposed of, or lost, and an inventory compensation report to
NMMSS.” Given the fact that these two fuel rods were.unaccounted for 20
years and have still not been found, do you believe that Northeast Utilities has
complred with thrs regulatlon? ‘Why or.why not’? :

5) Your letter also states that there are penaltres for transportrng of or disposing .
- -of- materials improperly, based on the circumstances.of each case. What
penalties havebeen imposed in this case? What findings preceded those
penaltres’? If no penaltles have. been |mposed please explarn :

6) In your. February 1, 2001 Ietter you stated that a variety of civil and-criminal-

; penaltres can be imposed for violations of Commission regulations, mcludmg

- fines of up t0'$100;000 per day prior to 1986 and fines of up to-$110,000

'beglnmng in 1986. If all of the aforementioned applicable regulations cited in

your letter of February 1, 2001 were violated by the licensee¢ in this instance,
- what would be the maximum civil monetary penalty, assuming full application -

of the $1 00,000-110,000 per day civil penalty mentroned in your letter?.

-7) Your letter mdlcates that violations of NRC regulations are subject to both civil-
enforcement actions and criminal penalties and that the NRC staff was still . .
investigating this matter. You further indicate that “when complete, we will .-
apply the Enforcement Policy to determine the appropriate enforcement
action.” Have you made any determination with respect to what enforcement
action the NRC plans to take with respect to this matter? If so, what did you
decide? If not, when wrll you complete your determrnatlon?

- 8) Your letter states that “The NRC staff notes.. that any crwl sanction may be
limited by the statute of limitations, 28 USC § 2462, ‘Time for commencing
proceedmgs which is-applicable to the NRC as well as other government
agencies.” As you know, this statute provides that “Except as otherwise .
provided by Act of Congress, an action, suit or proceedrng for the

‘enforcement of any civil fine, penalty, or forfeiture, pecuniary or otherwise,

- shall not be entertained unless commenced within five years from the date
when the claim first accrued if, within the same period, the offender or the
property is found within the Unrted States in order that proper service may be .
made thereon :
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a) 1Inthe case of violations which were not revealed to the Commission.for .
.. twenty years, when does the govemment’s claim “first accrue” — on the
.- date the violation:first occurred or the date when it was first reported toor
. discovered by the Commission? In your response, please provide the .
~ appropriate citations of the case law relating to this specific matter.
b) If the licensee’s violations continued over a period of 20 years (since they
_-failed o report the missing materials despite regular reporting-
- requirements), how does this affect the applicable statuté of limitations?
- ¢) Does the Commission believe that a lengthier statute of limitations might
. be needed fo be added to the Atomic Eniergy Act, inasmuch as 28USC §
2462 -explicitly provides that such a longer statute shall apply if Congress -
has chosen to enact one? If not, can't a licensee simply avoid the -
imposition of civil penalties by concealmg or falllng to reveal a vrolatron for
five years’? '

‘9) |n your February 1, 2001 letter you stated that "followmg the completlon of -
. the NRC'’s inquiry [into the Millstone matter], we will consider whether _
industry-wide generic action is-warranted:” In lrtght of what you now know,
- -and in light of both the events of September 11™ and the iInternational Atomic
- ‘Energy Agency’s recent warning regarding heightened risks of theft or--
- . diversion of radioactive materials, do you'believe that industry-wide generic .
_action:is warranted to assure that other licensees review its inventories of |
-nuclear matenals to determme if- other dlscrepanmes exrst'? Why or why not?

10)In your February 1, 2001 Ietter you say “The NRC staff is stlll lnvestlgatlng -
;- why the Millstone 1 dnomaly was not identified in 1980 or in later years by the
licensee or NMMS. ‘Based on the results of our mvestlgatlon we may elect to

‘require additional actions at other facilities.” :

a) Has the NRC staff reached any conclusions regarding why the two
-missing fuel rods were not discovered by the licensee or NMMS? If so,
what did you conclude? If not, when wrll you complete consxderatlon of this
matter?

‘b) Was this just an |solated mcrdent or evidence of a more wrdespread
phenomenon? . .

c) Ifthe NMMS'was unable to identify shrpper—recerver dlfferences or
-inventory differences in this case, does that suggest fundamental
problems with the Nuclear Material Accounting Database? If so, what

: - changes will you propose to correct these deficiencies. :
d) Have you elected to require any additional actions at other facilities as a
: result of your investigations? Ifso, please describe them. if not why not'?

11)An October 5, 2001 NRC press release. reports that “T he Nuclear Regulatory
Commission staff is sending a team to Millstone Unit 1 to evaluate the
comprehensrveness of Northeast Utilities' investigation into the circumstances
surrounding the loss of two fuel rods. The NRC team will arrive at the
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erllstone plant, in Waterford, Conn., on Tuesday. The, four-member team will
'spend about two weeks on.site and also will evaluate the company's root

* cause analysis.” The press release indicates that an inspection report will be
-submitted within 30 days of the completron of the mspectlon Please provide

me wrth a copy of thrs report

12)In your February 1, 2001 letter you indicated that both the Rlchland

Washington and Barnwell South'Carolina facilities “could retrieve waste, if

necessary, because of the existence of recordsfor the location of specific

disposals.” You also-indicated that “because thé fuel rods remain highly
. radioactive longer than low-level radioactive waste, there is a potential for
higher doses to pos3|ble intruders after the Part 61 controls [which rely on

100 years of active institutional controls, govemment land ownership, and

~ engineered barriers] are no longer in-effect.”

a) If you determine that the spent fuel rods may be Iocated at the South .

. Carolina.or Washington sides, will you.order- retneval of these materials? If .
. 80, how will this be done? If not, why not? . :

b) ‘Why-don’t the records at Washmgton and South Carolina clearly indicate
‘whether or not the fuel rods were disposed of there? Doesn't this indicate
-a'more widespread problem with the record—keeplng system? If so, what

-will you do to enstire that the problem is corrected? If not, why not? -
c) :If retrieval of the materials.is not-undertaken, will you extend the Part 61
" controls.beyond the 100-year period currently in the regulations in order to
- protect against exposure to possible intruders? if such controls are not

- -‘extended, isn’t there a potentral threat to pubhc health safety and the -

~ environment?

d)-You said in your letter that another potentlal hazard would be potentlal

-~ ‘migration of radionuclides into the .groundwater that would eventually
expose members:of the‘public to radiation. “You also said that the severity
-of the hazard would depend on factors such:as the specific radlonuchdes

. in the waste and site specific characteristics, such as how fast the .
_groundwater moves. What is the nature of the hazard, based on the
-~ amounts of plutonium and uranium in the two spent fuel rods and the
-movement of groundwater at the South Carolina and Rlchland srtes’?

13)In your February 1 2001 letter you said that itis unhkely that the two spent
fuel rods were stolen, because “The very high radiation level of the material
makes theft difficult, dangerous, and’ very unlikely” and “amount and chemical
form of the fissile material contained in the two spent fuel rods make it
unlikely, in our judgement, that the rods could be used to assist in the -
manufacture of a weapon.” The FARC report reached similar conclusions.
* However, the September 11™ terror attacks have demonstrated that terrorists
~ may be willing-to commit suicide in order to cause harm to America, and may
~ be wrll(lmg to devote many years to the planning and execution of such an -
attac| :
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a) - Inlight of the events of September 11" have you re-evaluated the
‘possibility that the fuel rods may have been stolen or diverted?

b) 1sn'tit possible that rather than trying to use the fissile material from these -
.. weapons for a nuclear explosive device or weapon, terrorists might want -
to use it for a crude radiological weapon, or “dirty bomb” aimed at

~ dispersing radioactive materials in a populated area?

c) What would be the worst-case public health, safety, and envnronmental
. consequences of detonation of a "dlrty bomb" fabncated from the two
Mlllstone spent fuel rods? :

Questlons on the October 26 2001 U.S. DOE Inspector General Report on-
3 Accountmg for Government-Owned Nuclear. Materlals Provided to Non-
Department Domestlc Faclhtles N '

The October 26, 2001 report found that DOE mventones indicated that

- “significant quantities of Government-owned special nuclear material were-held

by at least two NRC licensees despite the fact that the facilities no longer
“existed.” In the first instance, the special nuclear materialinvolved was.a . :

- significant quantity. of plutonium that was reported to be stored at an NRC faclllty :

as-of September 2000, even though the NRC did not believe it had held

- plutonium since 1996. In the second instance, DOE records indicated that a

significant quantity of Government-owned plutonlum was held at a plant whose

- license NRC terminated in 1993 and at which no materials were known to be

. stored. ‘According to the’ report NRC -officials were unable to explaln the

~ .dlscrepancles S - _

o 1) In each of these cases, what has the NRC done to resolve the dlscrepancy’? .

. 2) Has the NRC been able to account for the whereabouts of these materials - .
and arrange for their.proper disposal?. Is NRC certain that the materials.are -
in the possessmn of mdrv:duals who are. authonzed to possess them? .

3) if the NRC has not yet Iocated the matenals what steps will be taken to
locate and properly dlspose of them? .

-4) What actions has the NRC taken and what actions will the NRC take inthe -
future, to ensure that this does not happen agam?

The: report also documented an mstance in Wthh the NRC retrieved a
* plutonium/beryllium source from an unsecured-area of a high school that was no °
~longer licensed to hold the material. The material had been provided to the
school in the 1960s but was unaware of its:existence until NRC retrieved it in
-1989. Apparently, sealed sources such as this used to be tracked and monitored
- Via‘an ad-hoc system called the “Sealed Source Registry,* the use of which was -
discontinued in 1984 at the direction of the NRC
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~5) Why did the NRC direct the use of the Sealed Source Registry to be

discontinued? - - o '

6) What steps is the NRC taking to-ensure that tracking of such materials is
resumed and that improperly stored materials are properly disposed of, .
especially in light of the events of September 11 and reports that terrorists are’
actively seeking radioactive materials for.use in.improvised radiological
dispersion devices? If no steps are being taken, please fully justify.

7) A recommendation made in the réport is that a “comprehensive confirmation
.of all balances of Government-ownied nuclear materials held by domestic
- licensees” he conducted and that DOE-and NRC jointly ensure that future
~ periodic confirmations occur regularly. Does the NRC. agree with this
recommendation? Why or.why not? Has the NRC allocated sufficient
resources to ensure-that this recommendation can be carried out quickly?
Why or why not? s T R

8) Another recommendation made in the report is that “enhanced procedures for- . -
- the accounting of Government-owned materials™ be jointly developed and
~ implemented by DOE and the NRC. Does the NRC agree with this
Tecommendation? Why or why not? Has the'NRC allocated sufficient -
resources to ensure that this recommendation can be carried out quickly?
- Whyorwhynot? - = . - S : .

9) Does the NRC agree that a similar system should be created to track non- -

- ‘Govemment-owned materials?- Why or why not? Does the NRC agree with - -
this recommendation? Why or why not? Has the NRC allocated sufficient
resources to ensure that this recommendation ‘can be carried out.quickly?
Why or why not? ' : o o C

Quiestions Regarding Risk of Térrorisf -Atfaéks Involving Radioactive
'SOurc'es--_. S , o

- I have been informed that approximately 2 million radioactive sources may

“have been distributed in the United States (excluding very low level sources such-
as those used in some smoke detectors). These sources are used in a wide . ,
-array of applications, including medicine, research, and various industrial
processes or other. commercial uses. While some estimate that about 500,000 of
these are no longer needed, they have not been disposed of, and each year the
-:NRCis said to receive approximately 375 reports of {ost, stolen or abandoned
 radioactive sources - a figure that may understate the actual numbers since

‘many lost or stolen items may never be reported.- While the radioisotopes used
. for such applications may not be usable to produce a nuclear explosive device,

there is a potential for them to be used to fashion a crude radiological device or
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“dlrty bomb.” 1am concemed'that such a device could be used to contaminate
critical infrastructure; dlsrupt our nation’s.financial markets or impede normal
economic act|V|ty or paralyze govemment functlons

1) How many radioactive sources (excludrng smoke detectors) are currently

-

_licensed by the Commission in the United States? Please provide a

- breakdown of the types of sources and categories of users of such sources

{e.g., research;, medical, industrial, commercial, etc. ).

The NRC's web site reports on several instances of companies being fi ned for
failures to properly control radioactive sources since-August of this year,
including: sources coritaining americium-241, cesium-137, and iridium-192.

- According to the press reléases on the web site, these sources were either

: 3

lost, stolen, or.improperly disposed of. 1 have:been informed. that each year, -
the NRC receives approximately 375 reports of lost, stolen, or abandoned _

- radioactive sources. Is this true? 4
_For the past five years, please indicate a) how many reports of lost, stolen or: -

. abandoned radioactive sources NRC received, b) in how many of those cases

1:5)_.

: 6

7)

8)

were the materials recovered, ¢) the total amount of each radioisotope that
has been reported missing and-not yetrecovered, ‘along with the half-life of -

-each radioisotope, and d)in how many of the reported cases was the -
fesponsible party fined, lls_tlng the responsrble party and the amount of the

fine for each such case. .
) A'security expert recently suggested tome that a radroactlve source as 'small-

"-as 1-curie could be effectively used as a terrorist weapon. s this true'? What
-would be the worst-case public health, safety and-environmental

consequences if a terrorist acquired a 1-curie source and detonated it in a
crude “dirty bomb” in a populated area? What if the terrorist milled the seurce
into fine particles (e.g., 1-m|cron average diameter) and detonated it in a
populated area? . . -

In the aftermath of the September 11th attacks |s the Commrssron atall -
concerned about the potential for radiological sources to be used asa
weapon by a terrorist organization? If not, why not?

Is the Commission satisfied that existing measures are adequate to protect

-and secure radioactive sources from theft or diversion? If not, please explain

what specific measures the Commission is considering to better protect and

+ - secure radioactive sources from theft or diversion. If so, why is itthatso

many sources cannot be accounted for? -

What measures exist o assure-that radioactive sources that are no longer
needed are properly disposed of?

‘Many industrial processes (such as fluid level sensmg and others) utilize
radioactive sources. ‘In the past, -using radioactive sources may have been .
the most technologically advanced and/or economic means of accomplishing
the task in question. However, advances in optics and other technologies
may provide other, equally cost-effective options. Given the numerous
reports of mrssmg radloactlve matenals as well as the danger these materials
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" pose, what does the NRC do to ensure that those seeking Ilcenses touse’
radioactive materials for industrial processes actually need them and have no .
other cost-effective alternatives? If ho actions are currently being taken to
‘ensure that. these materials are not needlessly dlssemlnated why not?

Thank you for your as3|stance .and cooperation in respondlng to this
request. Should you have any questions about this i inquiry, please have your -
staff contact Mr. Jeffrey S. Duncan orDr. Mlchal I Freedhoff of my staff at
202-225-2836 L , :

_Sincerély,
&2

" Edward J. Marke
-.Member of Congress”




